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Feitian Technologies Co., Ltd.
Software Developer’s Agreement

All Products of Feitian Technologies Co., Ltd. (Feitian) including, but not limited to, evaluation copies,
diskettes, CD-ROMs, hardware and documentation, and all future orders, are subject to the terms of this
Agreement. If you do not agree with the terms herein, please return the evaluation package to us,
postage and insurance prepaid, within seven days of their receipt, and we will reimburse you the cost of
the Product, less freight and reasonable handling charges.

1. Allowable Use — You may merge and link the Software with other programs for the sole purpose of
protecting those programs in accordance with the usage described in the Developer’s Guide. You
may make archival copies of the Software.

2.  Prohibited Use — The Software or ROCKEY?2 hardware dongle or any other part of the Product may
not be copied, reengineered, disassembled, decompiled, revised, enhanced or otherwise modified,
except as specifically allowed in item 1. You may not reverse engineer the Software or any part of
the product or attempt to discover the Software’s source code. You may not use the magnetic or
optical media included with the Product for the purposes of transferring or storing data that was not
either an original part of the Product, or a Feitian provided enhancement or upgrade to the Product.

3. Warranty — Feitian warrants that the ROCKEY?2 dongles and Software storage media are
substantially free from significant defects of workmanship or materials for a time period of twelve
(12) months from the date of delivery of the Product to you.

4. Breach of Warranty — In the event of breach of this warranty, Feitian’s sole obligation is to replace or
repair, at the discretion of Feitian, any Product free of charge. Any replaced Product becomes the
property of Feitian.

Warranty claims must be made in writing to Feitian during the warranty period and within fourteen
(14) days after the observation of the defect. = All warranty claims must be accompanied by evidence
of the defect that is deemed satisfactory by Feitian. Any Products that you return to Feitian, or a
Feitian authorized distributor, must be sent with freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR REPRESENTATION OF
THE PRODUCT, EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.

5. Limitation of Feitian’s Liability — Feitian’s entire liability to you or any other party for any cause
whatsoever, whether in contract or in tort, including negligence, shall not exceed the price you paid
for the unit of the Product that caused the damages or are the subject of, or indirectly related to the
cause of action. In no event shall Feitian be liable for any damages caused by your failure to meet
your obligations, nor for any loss of data, profit or savings, or any other consequential and incidental
damages, even if Feitian has been advised of the possibility of damages, or for any claim by you
based on any third-party claim.

6. Termination — This Agreement shall terminate if you fail to comply with the terms herein. Items 2,
3, 4 and 5 shall survive any termination of this Agreement.
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<EH&SE>

RARZv) Ok EFt (Feitian Japan Co., Ltd.)
Tel: 03-3668-6668
Fax: 03-3668-6667

Add: BRREPHRX HARE/)VHEE] 9-3 CANAL TOWER 4 B&

Zip Code: T103-0016
URL: https://ftsafe.co.jp/

Feitian Technologies Co., Ltd.

Tel: +86-10-62360800, 62360900

Fax: +86-10-82070027

Email: feitian@public3.bta.net.cn

Add: 3rd Floor, Building No. 5, Jimen Hotel, Xueyuan Road, Haidian District, Beijing, PRC
Zip Code: 100088

URL: http://www.FTsafe.com

EC Attestation of Conformity

ROCKEY is in conformity with the protection requirements of CE Directives

89/336/EEC Amending Directive 92/31/EEC. ROCKEY satisfies the limits and
verifying methods: EN55022/CISPR 22 Class B, EN55024: 1998.

FCC Standard

This device is in conformance with Part 15 of the FCC Rules and Regulation for Information
Technology Equipment.

Operation of this product is subject to the following two conditions: (1) this device may not cause

harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.

USB

non.ﬂ

This equipment is USB based.
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J\=R9I7 1D (HID) (&. ROCKEY2 RJICHIF2EBDH#FIES T, TIHHEFGREINE

9, & ROCKEY2 @ HID (F—E&T&HD. FHEAEY—IL1° API BEE% (RY2 Open) ZEAUTCEUSTEE

ER

¥ HID Z1IELKEVEI3(C(E. ROJIUCI—T—ID (UID) Z&REIINENDDET,

¥ TIHH7EEFO ROCKEY?2 Tld. - —ID (UID) A5 I MBEM0ISERESNTOVET, COIREE
T(& HID Bl 0JEUTEUSENE Y, IELL) HID ZEWS 3 3128, ZEHiIC UID ZERTFEL TZEL,

ROCKEY2 2FIFAUTYINII 7% RE T ZIHE . 1FED HID ZI8TEIBET. SFED R IDH+ED
VETBLINERETEFY,

(ROCKEY2 RFEELAR v2.0] (2025/02) 6
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43 1-¥-F-HY->

ROCKEY?2 (c(d. WEBIC 5 20T -9V -2 1'&h. &FT -9V -2OEE( 512 )T hT. &5t 2,560 /11
NP

FEMEY — IV API BIEZERTBILT. BT —FY - T —IDGZHEENAEETT X (E YIb
DIV DRITICHERERIEIRE ROCKEY2 DT —FY—CEEADIET. YINII7OIESRFIA
AR S ATHEH B TEET,

% A-Y-F-9V-nERAITIEEE. [API ARV] ZFIALTEEV. [IoAOD-TY-ILAR]
TlE. A-Y—F7—9V—>OeeFFIATEEE Ao

(ROCKEY2 RFEELAR v2.0] (2025/02)
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558 ROCKEY2 #HR{EY-)l

ROCKEY?2 #EA{tY—Jl (¥Windows¥Utilities¥Init¥Init ROCKEY2.exe) Z{ERAIIET. LATO
HaezERIRTEFT (K 5-128)

v [Generate UID] : R>ZILOI—H—-ID (UID) Z&ERKLFY.

v [HID] : RYIIDI\—RI17 1D #EELE T,

v [write]  A-Y-F-HV-FT-4EESAHET,

v [Read] :1-Y—-F-H9IV-UNFT-=ZHHHUET,

Generate LID | HIC | Wirite Read

5-1

PABFT(E, BHEREICOWVWCEHMICERBALEF T

51 Jd1—-Y¥—I1D (UID) DRk

ROCKEY2 O1—H—ID (UID) (&, FIEMEY - ZERUTEMRTEET . LU TOFIBCHE - TIRIEL
TLIZ&0N,

<FE>

1. ROCKEY?2 % PC ([C3EHLET,

2. FEBEY—ILO[ Generate UID] (UID &Rk) Z9UwILFET,
5-2 DES(C, SN TS ROCKEY2 OFNFind x ROCKEY2 (U TERRSNET (x (&
ROCKEY?2 DA% .
FIz. Seed - RO ANBEHNFREINET,

~

EFind Trockey?: |

Please input seed

i
I Generate LID I HD | Wirite Read
5-2

(ROCKEY2 RAEEA/R v2.0] (2025/02) 8



FEITIAN

WE BUILD SECURITY

3. Seed I-REAALTI-Y-ID (UID) ZEKULET.
%  Seed J—RIC, 64 N4 MAT OREIF IS Z2ERLTIZEL,
¥ [EU Seed - R%2:&FEI L. I EUI—H—ID hMERKEINET .

5 : Seed J—RI(C[123451% AU, TOK 12D 3L, UIDI715400947 IBMERENET (X 5-
4 288) , RSNz UID 283C92IC(F. ROCKEY2 Z—EIE1—9h5EDSN L. BE
LTS,

Pleaze input zeed :

[12345]

0K | Cancel |
5-3

“~Init Rockey2

ILIID iz 715400847 I
ou must plug out Riockey? and re—plug to enable new uid.

HID | Wirite | Read |

5-4

% UID 2834 I 2ENTEE T, 1BU. UID ZFfICEM I DE. ROCKEY2 O1—H—F—
B = ANARFSNIARTOT—INHEIBRENE T,
¥ AERENIZ UID NEOE (Bl: 1-1259880565]) ([CRBIBENDDET . BD UID Z{EHT I
(& XA FREB-IEEHTA DU THIIZEN,
I Z (L, Seed (C abede123 ZIETE I DE. HERKSIZ UID (&-12598805651T 9,

B Init Rockey2 - X

B il
ID iz —125983 0565
ou mu=t plug out Rocl and re—plug to enable new uid.

52 N—=F91I7ID (HID) DOHYS

ROCKEY2 ®/\—RJ17 ID (HID) (&. 1—HY—ID (UID) H4ERMSNERICESTEET., LITOF
NETHEAEL TZEN,

<FN&>

1. ROCKEY2 % PC (C¥E#ULFE T,
2. #EMEY—IL® [HID] Z7UvIULFET . ROCKEY2 DJ\—RJ17 ID h'&RRSNFT,

(ROCKEY2 RAEEA/R v2.0] (2025/02) 9
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. “Init Rockey?2

Find: 1 rockey2:
LD is 715400947
vou must plug out Rockey? and re-plug to enable new vid.

HIC:0x F255893 A

N

Generate UID |

5-5

% 5. ROCKEY2 @ UID (M 0JISGERESNTVET . COIRRET(E HID FIELKEMSTE
'\ HID W10 JEFRRENET . IEFER HID ZES I 3(C(S, FRT(C UID ZEREL TLIEE L,

% #EAEY—)LLINIE. ROCKEY2 O APIL B%% (RY2_Open) Z{ERULTHID ZESTEE
9, RY2_Open (int mode, DWORD uid, DWORD* hid)
COREEZERLT ROCKEY2 ZIELA=T>3%E. HID H'8E 3 /U5X—4 (hid) (CF&EIN
9, #EME. [RY2_Open : I8Nz ROCKEY2 #A—-T>93] #SBUL TS,

53 I1-HY—-F-9Y-IADEEFAH
ROCKEY2 O1—Y—ID (UID) H4ERSNZE. 5 D07 -9V =2 (0~4) [T—92EFADTENT
£F9, UTFE. T-49Y—> 0 \OZEZAHFIEZSALET,
¥ I1-HY—F—4Y—-2(F ROCKEY2 O API AXNOAHFIERIEETY ., I>AO-SY—-ILARTIEFIA
TEFEA. IAOD-TY-IAREFIEIZBE. 1-U—FT -9V -2 0OFREFFRETI,

<F-HY-2 0 \DESAHFIR>
1. #EMEY-IolWrite] (BEAdH) RNIZZIIYILET.
2. UID ZABNLEY.

pleaze input uid :

5-6 &Rz ROCKEY2 @ UID ZA S
3. THY-CESEIBELET,

Fleaze input wite black index(0-4]

E

OF. | Cancel |

M 5-7 7-89J-2&S (0~4) ZAN

(ROCKEY2 BAFEEHAR v2.0] (2025/02) 10
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4, ESAHT-HIEANLFT,

Input

X

Pleaze input wite data :

|This is date write to data—zone 0.

(]S | Cancel |

5-8 EEAHT—HEAN

5. ESAHEREWRUET,
- Rockey?2 Init Tool A=

Find: 1 rochke vy,
715400947
Wirite data:

b date write to data—zone 0.

Ead

Generate LD

|

Read

5-9 EBEAHFEREMER

54 1-Y-F—=49Y-205mH#HU
ROCKEY2 OF =4V —=> (0~4) (AN zT 9% HmH BT ENTEEFS, LTS, T4V —->00D
A UFNEZHBBUE T,

¥ 1-Y—-F—4Y—>(F ROCKEY2 ® APl AROAHFHTIEET T, IAOD—SY—-ILARTIEFIET
EFBA.

<F-8Y-> 0 OFHEUFIE>

1. ¥HMEY—IL0"Read” (FRHHL) WIZZTIWILET,
2. UID ZAHULEY,

pleaze input uid ;

Cancel |

5-10 4&pKSJz ROCKEY?2 @ UID A /]

(ROCKEY2 RFEH AR v2.0] (2025/02) 11



3. T-AY-CEBESEIBELET,
Input

Pleaze input write block index(0-4]

&3

m
o]

Cancel |

FEITIAN

WE BUILD SECURITY

X 5-11 -9V BSE2AN
4, TSN ET - IR RENFET,

. Rockey2 Init Tool

CEX

Find: 1 rochey?;

T16400047

‘Write data:

This is date write to data—zone 0
‘Write Ok

Find: 1_towckew?:

Readed data:

This is date write to data—zone 0

| #

Generate LID

Wirite

|

5-12 ROCKEY?2 s HUfSRA R

PA_F(d. ROCKEY2 #IEHMEY—ILOFI B FAECDVTOEREBATY .

FHAEY — L DB PLEEL API TN THRIRTEF T, SEOERAPIR(EDRDIC, API ZERLT

HRODHPRFIEIEY -V T 5L ZHBIHLE T .

(ROCKEY2 RFEEH IR v2.0] (2025/02)
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5§65  ROCKEY2 IYAO-7Y-)

ROCKEY2 OI>AO-TFY—JUd. YINIITOT—H%ARETDHORHEE TEHNRSETI . S0
FINUEWI NI 7T AOD-TY—IUSBHINU T, BEAREE2EMI BRI T, YINIIZOTOT)
MYEIRTEET,

Y—20— R RWVWWI NI 7% TO7) NUREVEET, ROCKEY2 APl OfEAFAHEZE(CEERIZNMNTAN
BROBIFREICEOT, IoRO-SY-IIBZRAETT,

I>oRO-TY-)L(E. BEFD 32 EvheE 64 EvRO Portable Executable (PE) J7AIL& LU
Microsoft .NET O34 (2.x~4.x @ Framework) @ (*.exe/*.dll/*.ocx) ([CFLTIOTYIMBIRET
9,

IARO-Y—) O SEEE TR 6-1 D@BNTI .

Praject  Fil

t Language View Help

e Protec
: =T i
@ B|=
B Rockey2 A |Index  Type Import File
| uD 0
B Bind HID No
B Background Check Yes
Time intervals 120
Message Title Error
MSG of No Dongle Cannot find dongle a >

¥
MNUM

6-1 I>AO—Y—)LEE

6.1 I>ANO-IY-IOFIASE
6.1.1 BAI¥E{E

1. UID H'i%FE&Nfz ROCKEY2
I>R0-FY—)L=EHET3H1(C. ROCKEY2 O UID Z4RKU. £RkaNz UID 528k I 2 EN
HhFET,
XEFHM(Irs.1 1Y —ID (UID) D& IZSRLTEEW,

2. I>RO-TY-IOIANS%=O—-HILZIE—

SDK O CD #F|AHI 3545, I>RO-TY-)ILOTAILS (ROCKEY2 SDK Vx.xx¥Windows¥Util
ities¥Envelope) ZO—MJLIRIE(CIE-LTHSBERLTIZEL,

(ROCKEY2 BAFEEHAR v2.0] (2025/02) 13
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. RELREVWINITIY
I>RO-FSY—IICIHTRESNZTI7AILE, DY I RNIT7ERUIANA CERKRSNE T, 2D,
{REELIEVWYINITT (EXE ¥ DLL) %, StAHEERRERTAIA CREENL T2,

6.1.2 IyNO-JAi%

® ROCKEY2 Z#EUIAREETI>OAO-TY—)L (ROCKEY2 SDK Vx.xx\Windows\Utilities\Envelop
e\Envelope.exe) ZEITUET,

@ IXAO0-TY-IOEEICYIMIITHIFIATES ROCKEY2 DFRAFRUIS—(CRET 2IEE%R
ELET.

ETTE

t Language View Help

i/

7/

I Rockey2 * | Index  Type Import File
uip a

.E| Bind HID No

E Background Check Yes

Time intervals 120
Message Title Error
MSG of No Dongle Cannot find dongle < 5
v
MNUM

6-2 ROCKEY?2 :%FEIEH

UID : YVIRNII7(CfERAT3 ROCKEY2 @ UID ZAHUEY,
% ROCKEY2 @ UID NBIDEDIZE. X1FAEE-16SZHTANDUTKIEZE,

Bind HID : YJRJ17ICFIFHY3 ROCKEY2 @ HID #E3&FELFE T,

[Yes|1&2iBIRI DL, $FER HID O ROCKEY2 DHYVINI 7%FITTEET, I8FEI S HID %

ABULTUIZEW,

% ROCKEY2 @ HID OEMS/AACOVTIE. [52/\=RJ17 ID (HID) OEUS] 2583
UTKIZEW, BYSENTZ HID (£"0x"TIAES 16 #EETIH, HID ANE(C"0x"2Z5HD
HEFHDEA.

5 : BERS&NJz HID : 0xF255893A = Bind HID O AJI## : F255893A

% % ROCKEY2 O HID (3723, YIRI1I7E ROCKEY2 OfEIC 1 X 1 O
ZRBEETEET, IZIZU. ROCKEY2 Z#RI DL, ZOYINITP (MERATERIRDET,
TOHBE. FLLY ROCKEY2 ZEALTYINII7ZBE 07 M. ROCKEY2 EEN
(CXFETBYINI 17 Z A S (CHIRHIZIVENDDET,

(ROCKEY2 BAFEEHAR v2.0] (2025/02) 14
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[Nol%iEiRJ 3L, ROCKEY2 O HID (CRAGRAKYI NI I 72 RITTEET,

X COBE. YINIIFZE ROCKEY2 ORICE 1 X N OBMRNKIZL. B0 UID %Z#F
D ROCKEY2 THNE, ENTEYINIIVZ{ERTEE T, ROCKEY?2 ZinkUiiZS
TH. BAEZIFEU UID ® ROCKEY2 #EHREIBRITEH. VINIITZBES
077 NI 2REEHDFER AW

Background Check : JO77 N2V I NITPAEITHIC. FEHAHIIC ROCKEY?2 DIiEHiZHER
BEHESNERTELED.

[Yes|1%i&IRT 2L, VINIIZNEITHTE—EDIFRHIRIIE T ROCKEY?2 DiEHtiAiExiER
U9, ZDOBR. Time intervals (CBFRIEME (BEAL : #2) ZA DU TKIZE W, FEITEIC
ROCKEY2 ZiRVWEIZE . I RAELET,

[NolZEIRIZE, VINITTHEREN T BFUC ROCKEY?2 #HESEL. ZNE(LIEFIRREZ F1Y
HURLREDE T, ZNICED. TOFIRENEYI NI 7 (3T ROCKEY?2 #HESRL., EI1T4
(C ROCKEY2 ZIRWTEYI M7 IEB|EHmEEITINE T,

Message Title : YINITT(CRIFEIBZRIINARINSRVEE, TRIDIT—AVE—-S0I4OR
T AL M ERTEVET , BAREBEERTEIBENTEFET,

MSG of No Dongle : YIRNIIZICFIFTZRIIINRIONSRVES. RRIDIT—AvE—>0
NBZETELET, HAREZINTEIIENTEET,

® REULVWYINIITZ, I>AO-TY-)IVBEOA LICHBIT7IVRICRIYIIBN AZ1-0

[File =T Add File [Zi2iRI B0, £rEYV-ILIN-0D D}’ A=) IIFTBETBINTEEY,

File Path *

Select a File Type: IProgram VI

Input |D: WRockeyh 7 2 b # 0 741 \FExG4 '\ test. exe; | | |

Output |D: YRockeyy 7 R b 4 7L \PExfdhenc_test. exe; | L.

0K Cancel

6-3 IREISYIMII7 DENNEE

Select a File Type : REUVWABZIBIRLET .. TOVSAFEET —H%1EIR0IEETT,
Input : [... [RF>Z2IUvIL T, IORO=THROITFAIL (B : test.exe) ZEIRULET,
Output : I>ARO-J&. HAOETNTOISLEAMJ : enc_test.exe) NEEIMICRRINFE T,

[OKIMZ> =T II 2L BIRENTOI S ATV ERICENENET .

(ROCKEY2 BAFEEHAR v2.0] (2025/02) 15
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| Project File Protect Language View Help
T I 3] “ o & i)
{ EJ| [?,b co ¢ w| Y
Bl Rockey2 A lindex  Type  ImportFile  ExportFile
uip 715400847 | o1 PEst  D¥Rockey.. Di¥Rockey¥FARTYTILEPExeHenc testexe |

& Bind HID No

B Background Check Vs
Time intervals 120
Message Title Error
MSG of No Dongle  Cannot find dongle
El PE Envelope Option

Anti Debug Yes

er i

e : :
’ NUM
6-4 BINSNIZYINITT
Type (3BE!) Type DER

PE32 32bit O PE YJKDJTY
PE64 64bit O PE YJIRIITF
Net32 32bit O.NET YI~DJTV
Net64 64bit O.NET VI KI17

[PE YJKD17] (& Portable Executable(PE)YJNJI 7 DEEHRT T,
[.NET YJRI17] (& Microsoft .NET Framework Z{ERAU CHFEINLEYINIIFOBSFR T,

EEARAIOYIT NIV ZERL T IAOD-TATZ A HEEA T CRRENET . YINIIT7 0O

8 (Type) (L&D TERRINBATIIUNERDET,
AT HZTEL TS,

= ([PE Envelope Option] :

{ Project File Protect Language View Help
= 'lr” EL R KRR
|3 Rockey2 A index  Type Import File  Export file
uib 715400847 o PEB4 D:¥Rockey..  D:¥Rockey¥T AR )L ¥PEc64¥enc_testexe
B Bind HID Mo
18 Background Check Yes
Time intervals 120
Message Title Error
MSG of Mo Dongle Cannot find dongle
. PE Envelope Option
1| Anti Debug Yes
1| Check Parent No I
Replace Code No i
1] Section Align Yes < >[
File Protect No !

v

NUM

6-5 PE Envelope Option

Anti Debug : XILII7DTN\YJZBAIET BHEEET T

BE. REENT)\WAZERLTYINIIZOIO—. API UL, 511, T—9DRNREZTHT
UE 9. Anti Debug ZFIFAI 3L, T/\WHIC Breakpoint Z3&KEL THIL—IHINEIRD, AT
DFEITZPAIETDENTEFT,
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Fre  RESNRYINIIT72EITIBMRIC, MMOYIRNITTHYVINITFOXEVEFIBLTUEHES
NeHESRL. FIFAESNTUBIEEIMREIN Y I NI 7 EEEIR T UEY,
1B Anti Debug 2B Yes |(GGRTE TR EZHENDLET

Check Parent : 0073 A0FT ) WHNSIFUHEERVWLSICGRELEF T, WEEHES, I/
AT N\HY - &ERLTYINI I 72U TR EDTLET .

VINITTHMEOY I RITTHSHEREESNARVEE L. Check Parent #B3M[ Yes [(CERTEL TS
L\O

(T, RESNEYI NI MDY D M1 7SS EN B el REEN D5 E (. Check Parent
SN No J(EEREL TIZE L,

Replace Code : COATS 3G, E(RESNRYINIIZOYV-AD-REI>I-T4200, AER
J—RPOEERQR IV THIEA T I Tl a2 UET .

COATZ AV EBMNCTBEBEDLEIN, YINIIVICLO TERITRE R ENHIIZENHD
9,

Section Align : 1> AN—3—%ZSZOYINII 7 ZIRELE T,
HIZ(Z, InstallShield ZEALTWBYINIITRENZHUET,

12VAR=5-HEFNTVBHER COIRBZERICGEEL TIEEV. FFNTVRWMSE 20
TREZENIGREL TS,

File Protect : WFUH U D I7( IV EIRE T DENGHINEINERTELET .
I>ARO0-TY-IWETOITFLRUT U TRETEE T, HIRIE I>RO-TY—)LT PDF J7A
U TRE T DL IRESNIZ PDF J74)UE@E D Adobe Reader TERAITEE A
I>~RO0-JY=)L (File Protect : #&3) TERFESNIZ Adobe Reader THRAIFEE A
I>AR0-FY=)L (File Protect : B%h) THRFESNIZ Adobe Reader DHFAIFET

m [.NET Envelope Option] :

- Feitian Shell Protect Center 2.0.20.818 - O hd

Project File Protect Language View Help

1) EJ|[?}=L1$“'{J“{/

El Rockey2 Index  Type Import File Export File
uip 713400247 o1 PES4 Di¥Rockey’ ¥TZHUT]L¥PE a¥test. e D:¥Rockey! ¥r7.l~1fmx
B Bind HID No 2 2 :¥Roc et x86¥InsertDal :¥Rocke)
B Background Check Yes
Time intervals 120
Message Title Error
MSG of No Dongle Canngt find dengle
[E NET Envelope Option

Encrypt Method Body
Method List

crypt All

6-6 .NET Envelope Option

(ROCKEY2 BAFEEHAR v2.0] (2025/02) 17
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Algorithm : BES{tA7ILIVXL (3DES/DES) %&EIRTEFT,

RedisposeStrongName : NET YJINJIFVDEZEE (StrongName) ZiRTE I DNEINEHTELE
ER

VIRNITI7 I EERZREUWMEEE. COIEEZBMICLTIZEL,

FUVWERZE L ZETELVVBE(E. CreateNewStrongName %[ Yes |[CERTELE Y.
EtFOEZEZZERAUVMEE(E. CreateNewStrongName % [ No |(CEXTEU. StrongFileName (C

BEREERELTIEE,

Encrypt BLOB Data : BLOB T —49%ZBES{L I 2NEINEHELET

BLOB =4 NET VI RII7 MDY I NI1 7 EBIET L E(ERENZNAF)T—HTT,
[Encrypt BLOB Data |2 B3)(CI 2LBERBTHIES(LEN. BT IEBERNEBNEXDFE(C
RO, [BIRRROR NS EDET . VINII7MEOTOEAEBET 315E(E. [Encrypt BLOB

Data |DFIRZHENHLET .

Encrypt String Data : XF57—-A%ES{LIINENZRELE T,
COATZ A BT DL TP IV ESNIZEERE LAY E-SREDIFFINEE(LEN. fEsT
NEEUCRDET , XFHCEERT —INSFEFNTVBIBE(L. [Encrypt String Data | OFIFRAZHEID

LEY,

Encrypt Resource Data : )Y —27—9%ZBES{LINENERTELE T,
COATZABMCTZE. VINIITICEFNIY-RT -4 (B, B. ETARE) HMRESN
F9, VINIIVICRERVY-AT-INEENZHE(E. [Encrypt Resource Data |DFIFZHEIH
LED,

Encrypt Method Body : Method List (GEIRSNZEAE OB EIBSI{LI N EINERTELET .
BAEMICEY-ZAT-ROBRBREDSEEERL C#TI{bENET,

Method List : fREIBEHO—ENFRREINET . TIAI M TEETOREBNMERENTVET.
Microsoft .NET Framework Z{EFU CHIREINYINIIT (U TIE, —EBOBEBENSTIEL TLVR
WBENHDET, IToAO-TSNEYINIITHETTERVNE AL, REITIHEBZRSLTEE
HUTHTZEW,

® XZ1—TProtect]—[Protect Current Files |¥°[ Protect All Files]Zi&IRIBh . £(FV—-IL/IN-D
o (Protect Current File) R>%7UvIUT, IoAO-TENMNIET, T>AO—-TOFERFEED

TIERRSNFT :

18
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i)

i ) a‘[?}a ‘ i

El Rockey2 In.. Type ImportFile Export File Result
| up 715400247 01 PEG4  D:¥Rockey¥TARHUTILY. Di¥Rockey¥T AR T IL¥PExG4¥enc_test exe 8@ ok
B Bind HID No 02 Net32 D¥Rockey¥7 AT, D¥Rockey¥T AR YT |l ¥net x86¥enc_InsertDatahpp.exe @ ok

=E| Background Check Yes
Time intervals 120
| Message Title Error
: MSG of No Dengle Cannot find dongle

File: D:\Rockey'\*=+F+f+%++5++PExfid\test. exe ~

File: D:\Rockeyyr=+F %+ F++net_x86\InsertDataipp. exe

|Result: success |

6-7 I>NO—TEITE

FLIARO-T2NEBE. BIEOATF(C [Result : success] HRRESN, IOARO—TENTT exe
(enc_xxx.exe) NBEEIMIICERMEINET,

% [Net VIMII7] HEWLLTOFIRENI#. enc_xxx.exe BAIMIH runtime.dll NNEENAIICERK
ENEYT, enc_xxx.exe & runtime.dll NEUIANA(CEEE T ZHBNHDET .
% [PEVINIIT] HNIEWLLTOFY &N, enc xxx.exe DHERINET,

(BEANDRERE]
AFIT74IL (Import File) ([CHAEBHISFENTVDIEE. BEIEONA T O File FRRICESXFALIFHFLE
LFEIH, IoARO-FCEFEN RV, YINITOERITICZENHDEE A,

® I>AO-TY-ITE. HERNTZREFCEFI.
RERNBZRFIB(CE. XZ1—h5 [Project] — [Save Project] Z#EIRUET ., CNUCKD, F"RTE
ABNTOSTIRI714 (prj) ELTREFEENEY,
IREUERIZER(E. XZ1—H5 [Project] — [Open Project] Z3&IRU. JOS 1 RI7AIL =R
TLIZEL,
B ET, I>AO0-TEBNE T UEL.

¥ IoARNO-TY—IUCRET3&ERE. [8.3 I>AO-TY—ILICEETS FAQ] 2TSRREEL,

6.1.3  Bh{EHESR

TOFIRENZEIOVINITT (xxx.exe) (ERVIIVBUDIREETZDFEEITTEFT,

TOFIRENIEDYIRNITT (enc xxx.exe) (& ROCKEY2 ZIEHUIIRRETIREEN TEE T,
ROCKEY2 ZHEHURVREETEEN T BB TET . IAOD-TY-ILCERSNLIS—XvtE-2
(MSG of No Dongle) H&ERENZEY,
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¥ TOFIRENIAEDYIRNITT (enc xxx.exe) DIPAINBEEETEET, IZIZL. runtime.dll H
ERENIIZE . TOITrP/ I EAEZEBURNTIZEL,

6.1.4  Edfh

JOFIRENYI NI RODIVEEBICVIRNII 7B AU R(CEEM TEE Y,
BEmRBEUTOESDTT ¢

- [PE VINIIT7] DIHE : TOFIRENIE exe+ROCKEY2(51 2 REEA D)

- [Net VINIIT7] OIBE : [TOFYMENIE exe + runtime.dll] + ROCKEY2(F1/ 2 AEEATD)

¥ JOFVRENSZ EXE FIE-2NTEH. RAJIHDRBVERITTERV D, RIEFERZHCIENTE
ig-o
¥ YINIITZBIIBATRMRE RV EERELTHSEMINIERRESDFE A,
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6.2 IXNO-Y=)IOIYIRIAL>
I>A0-Y—=)Ud GUI BESL. IoA0-TIAIACEFN TS RockeyCmdShell ZFFL T, IY
SRSAVAR T VT —323>%2I>oR0-TF3EETEET,

6.2.1  RockeyCmdShell DIESH

I>AR0-TY=)LDTAILAY (ROCKEY2 SDK Vx.xx¥Windows¥Utilities¥Envelope) (C(&.
RockeyCmdShell.exe & RockeyCmdShell64.exe —D EXE h'&0DF T,
I>NO-J937TV5—33>0fE8E, EyNRICE ST, CRIALTIZEL,

RockeyCmdShell DFEXE 1REIZT V-3
RockeyCmdShell.exe PE32. .NET32. NET64 7S)r—23>
RockeyCmdShell64.exe PE64 7TV —33>

%  [PE32/64. NET32/64] :1REI27TVr—33>%2I1>~"0-TY-)LSEHNUT. [TYPEITRR
N9,

6.2.2  RockeyCmdShell DiEEBIRUVEARDIFTA—-5—

1. IRORIOV T aREUET .
2. Envelope J7#)L5 T ® RockeyCmdShell64.exe ZRITTEET,
NSA=AINETESNIZRVED. GA=IDNIITHFRRENET,

B JIvVFJO0UT

the help of
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o= BilE

N9 %35 A5

-h this help menu ANV TEERTB,

-t setting the rockey type ROCKEY DIEXE%ISTET .
Rockey2 Z3ETEL TLIZELN,

-pe (default) the file is an pe file | pg 7Usr—33> (FTAILN)

-data the file is an data file F—HT74)

-dotnet the file is an dotnet file Microsoft NET Framework CHFEEINZ 32 Evh
7IVT—33>

-dotnet64 Microsoft NET Framework CRIFEENTZ 64 Ewh
7V —-23>

5l : ROCKEY2 T PE 7o —3a>#REURWGE(F. FTEIVY RTAIN TR TEET

> D:¥Rockey¥Envelope¥RockeyCmdShell.exe
FEITHER

-h -t:Rockey2 -pe

B8 JwvrJoyTe

XEEAD/NSA-FE TR THRALET.

6.23 ROCKEY2 EmICBIFTB/(5A—-4
Rockey Eol:lz
option Z _
3R BAsE
-UID Set User ID I1—5—ID (16 )
-HID Set Hardware 1D IN=RM17 1D (16 #EZY)
-Nrkt Errors in the title no encryption RODILBBVNESIC, BREINEIS—Xvt—
lock
e DI
-Nrkm The error message is not encrypted ROILBBVNESIC, BREINEIS—Xvt—
locks
ORE
-BkChk | Background timing detection 9IS RIA S F Ty TR RIR., BT
(7, 16 EZQ)

(ROCKEY2 RFEELAR v2.0] (2025/02)
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6.24  PEF7IVUTr—>3av(CET3/(5A-4
PE File Eol:fz
option -
REE BAGE
-if the input file ADTrA) (RELEZVTTAIL)
-of the output file HHI71 (REENTTAL)
-AntiDbg open anti-debugger DT DTN =B 1S BHkEEE T
X I>AO-TY—)LD PE Evelope Option :
[ Anti Debug |
-chkpp Open cheke parent process MO ZOFERHEEEDFH
X I>ANO-JY—)LD PE Evelope Option :
[ Check Parent|
-call2cc Open instruction replacement J— RO EEEDF| B
X I>AO-TY—I)LD PE Evelope Option :
[Replace Code ]
-SctAlign A2 AM=7ZECYINII7 (U TRZEZFI A
XI>A0-7Y—=)LO PE Evelope Option :
[ Section Align |
-protFile The protected program is used RE=NTOH S AMMREZNT 9%
to open the protected data
EREINET
XI>AO0-JY—)L0 PE Evelope Option :
[File Protect]
6.2.5  Microsoft NET 72U —>aYIcBIB)IGA—4
Dotnet File Bl
option - -
REE BAGE
-if the input file AHTPAN (RFELZWI7A)L)
-of the output file HHI7AI (REESNTTA)
-algorithm set eljcryption E5{E7IJUX L (3DES/DES) #%i#EiR
%Ig%rlthm,support 3DES and X I>AO-TY—)LDO.NET Evelope
Option : [Algorithm ]
-Rdsn strong file name replacement NET 795 —33> 04
(StrongName) %:%7E
X I>AO0-TY—)LD.NET Evelope
Option : [RedisposeStrongName |
-Cnsn to create a new strong file

name

UV B ZAERK
XI>AO0-TY—)LDO.NET Evelope
Option : [ CreateNewStrongName |

(ROCKEY2 RFEELAR v2.0] (2025/02)
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-StrongName set Strong file name HULVRZLEETE

X I>AO—-TY—)LO.NET Evelope
Option : [StrongName J

-Blob open BLOB Encryption BLOB F—4#ES24t
XI>AO-TY—)LO.NET Evelope
Option : [Encrypt BLOB Data |
-String open String Encryption FH|F— %A

X I>AO—-JTY—I)LD.NET Evelope

Option : [Encrypt String Data ]
-Resource open the resource file N —2F—HEBSEAL

encryption
yp X I>AO-TY—)LO.NET Evelope
Option : [Encrypt Resouce Data |
-Method open String Encryption Method List (GEIRESNBIZORE(CXT

LUTHESAE

X I>NO-TY—)LD.NET Evelope
Option : [Encrypt Method Body |
-AllToken encrypt all the methods D2TOREKICHL TS/t
XI>AO-TY—IJLD.NET Evelope
Option : [Method List]:Encrypt Al
-Token TOKEN value is set, you can ETEINFRRICHU TS TRTEET
set up several times, -
ancryption. mul fiplo TOKEN | %9 FISCIESBRICESET3LE

TZF, fill : -token:functionA —
token:functionB

- set the Runtime Libaray 5294 LSATSUITP AN 2EIEET D
RuntimeName | Name

6.2.6 ROCKEY2 DIV REFTHI
{5 : ROCKEY?2 [UID : 715400947 (16 %35 : 2AA426F3) . HID : 0x74A76F0D] #%F|MH

6.2.6.1 ROCKEY2 T PE32 Z{REITIHS

D:¥Rockey¥Envelope¥RockeyCmdShell.exe -PE -if:"D:¥test.exe" -of:"D:¥enc_test.exe" -
AntiDbg -Call2CC -ChkPP -t:Rockey?2 -UID:2AA426F3 -HID:74A76F0D -BkChk:78 -
Nrkt:"Error" -Nrkm:"Cannot find dongle"

6.2.6.2 ROCKEY2 T PE64 ZiRETIIES

D:¥Rockey¥Envelope¥RockeyCmdShell64.exe -PE -if:"D:¥test.exe" -of:"D:¥enc_test.exe" -
AntiDbg -Call2CC -ChkPP -t:Rockey2 -UID:2AA426F3 -HID:74A76F0D -BkChk:78 -
Nrkt:"Error" -Nrkm:"Cannot find dongle"
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6.2.6.3 ROCKEY2 C.NET32 Z{REJTIIHS

D:¥Rockey¥Envelope¥RockeyCmdShell.exe -t:Rockey2 -UID:2AA426F 3 -HID:74A76F0D -
BkChk:78 -Nrkt:"= 7 —" -Nrkm:" F > 7 /L 725 B2 ) £/ A" -Dotnet -if:"D:¥test.exe" -
of:"D:¥enc_test.exe" -Algorithm:3DES -AllToken

6.2.6.4 ROCKEY2 C.NET64 Z{RET RIS

D:¥Rockey¥Envelope¥RockeyCmdShell.exe -t:Rockey2 -UID:2AA426F 3 -HID:74A76F0D -
BkChk:78 -Nrkt:"= = —" -Nrkm:" K > 7 /L23 o2 0 £ A" -Dotnet64 -if:"D:¥test.exe" -
of:"D:¥enc_test.exe" -Algorithm:3DES -AllToken

I>ARO0-FY=)LOIXD R HREERUT bat T7AIIVEVERR T DL YINIIPDN—-3> 7y T
REC, LBIERRRICYI NI I 7 2 RE T HIEN TEET . FOTTERIZE L,

6.3 FREHA

1. I>ARO0-TY-)LO GUI ARBLVIYIRSAOAROVWITNEFIET 3556, ROCKEY2 RV
WOEGHKETY , FITICRIIBRVEES., IoAO0- Y —JUHMEATEERAD T RS
k/\o

2. —BBOTIVT—2aIERIRTTETYER - I\ LENTWBIzs, IoAO—Y— )V G TERW
BIREEN BDFE T, FHIMOBR(E. ERRAERITZ7 VT —> 3> TR AITOIC L aBENDLET

3. I>AO-Y—)LO GUI BEETE. 80V INII 7B, —iETIoAO—-SUIBRITSTEN
BJEET I,
— 7. NRSAOAREFATZIBEEF. FYITNITFTEC 1 79DV MEEET IHENHD
ijo

4, REFTROVINIITHERBIIOAOD-TIBRLEFARETI N, I TICIARO-T2NI7A IV =B
BIAO-TIBEETEERADT, EELE,

5. I>RO-TARE API AROMmAZERALTYINII7ZREIDIEEEF. £FFY-IT-R(C
ROCKEY2 M API ##HdAH (58 7 = ROCKEY2 MREEY (API) 1#£&88) . EXE Z&4ERKL
TLEEV, 2D, £RSNIz EXE 2I>AO—Y—)L TIREL TEE0,

6. I>AO-SY-ILICEATRZERE. [9.3 I>ARO-TY—IUCEET S FAQ] 2IESBBZEL,
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75  ROCKEY2 OB (APD)

ROCKEY2 YINI17T0953>294>49-J1—2 (APD) ($. EARMIH DFZRERIES/L FERZIRHL
F9, ROCKEY2 O API #FIFAT32ET. ROV DIES Likte# R AR(SERATEEY ., AP Ty b
EFR{LENTHN. ROCKEY?2 (L&BTOI I )51R R AL T BLIEETEINTVLET .

ROCKEY2 API [CLBIESALT(E, TF1VFT1LANI &G L&, YIRNITITZHMS ROCKEY2 O
APl ZIFUHUET, VINITTOEBOED TR OFIEEHERL. TOIRRECE DV ALIEAELT
FRENBIEET T, /o, UDZ (User Data Zone) ([ARFSNeT —HE2FIYVITRELETEET,

API OMUHUSEICDWNT, C S3EICLZ19—TJ1— AR ERUTHBLEIH. toT0)53>4
SENSEEEFREUAET API 2RI TENTIRETT,

7.1  Rockey2 API 19 —J1—2A

7.1.1 RY2 _Find : ¥E#HicNIZ ROCKEY2 Z1R3%ET3

EXTERN C int WINAPI RY2 Find();

REDE <0 I5—
=0 ROCKEY?2 ME&EFcNTE A
>0 IE1—AICiEH SN ROCKEY2 OfEZR

7.1.2 RY2 Open : I8ESNZ ROCKEY2 2A—-0>93%

EXTERN C int WINAPI RY2 Open(int mode, DWORD uid, DWORD* hid);
AAIU | mode ROCKEY2 OA-T>E—RZR9
X4

mode >0 : UID AT ROCKEY2 #A—T2UFT,
mode DEFTEBFRAIINDOESTY,
BIZ(E : uid=12345678. mode=2 (. uid H' 12345678 T.
2EBORVINEA-TIREEEBRLET.
X3F : TR FEB L VINIIZHREIC 2 TFEIC
FEHESNIZ ROCKEY2 Z15LE T, #8450 ROCKEY?2 Z{HH
IB3YINIITTHIFHENET,

mode =-1 : HID AR T ROCKEY2 #A—T>UZET,
A 1 *hid (X 0 A THIRENHDET,

mode =0 : RYICEINMERINEA-TUET,
ROCKEY2 @ UID & HID (MERUEEA
%5E : mode = 0 ZEFHTBE. UID 12 HID (CBAFRBKEAIIC
ROhore R IIVERE, T -9 ESTETED,

Fe. UFOSBFICROSNIZE—RONSGX=A%FIFAITBLEAHET
ER

AUTO_MODE=0

HID MODE-=-1
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uid(UserID)

UID AR TA—-T>F3BR(E. CDINSX—FIC UID ZIBELET . BIKRHY
RBRI1—Y—ID DfBE(F. RY2 GenUID Z AU TCEUSTEEY

hid

ROCKEY?2 OJ\—RIJI7 ID ZIETEPLRRID/INIA-H—-TT, COfE(S
ANEIT=HERDFT,

HID AR TR EA-T>IBBRE. COINTA—H(C HID #I8ELFE
9,

EE5MAT ROCKEY?2 ZHUSETH. BRIhITNIECDINTA—5%1B
UTRIIILDIN—RIT7 ID 2B TEEY,

BN INSA=ACFRITIDIN\S RIL7 RLANESAEFNE T,

15—

7.1.3

RY2_Close : IEESNIERVIIVEEUS

EXTERN C void WINAPI RY2 Close(int handle);

ANNG | EEFED/\DRILT ROCKEY?2 ZBAUE T,
A=4 handle : R>JILD/\> R, RY2 Open DRMED/\> RILERILEDZIBELE T
=D& ii:{ O

7.1.4 RY2_GenUID : 1—H—ID Z4£HKT3

EXTERN C int WINAPI RY2 GenUID(int handle, DWORD* uid, char* seed, int isProtect)

AFZ | handle RIIVDIN>RIVe RY2 Open ORDED/\> RILERUEDZEIEELE
X_g g_o
uid HAINSGA=4, ERRENEI—Y—ID (FZD/SA=FIAEMNENE T,
seed I1—HY—ID #EM I BI2HD Seed I— R, &K 64 N1 MOXFFHITT,
isProtect <{REE>
%[ROCKEY2 DISABLE WRITE PROTECT |DHIEERIRETY,
RNE I5—0-R, FF#lE, 7.1.7 I5-3—R THEHAINTLVFET,
7.15 RY2 Read : RINVDFT—F%EFTHHEL

EXTERN C int WINAPI RY2 Read(int handle, int block index, char* buffer512);

AZINZ | handle RTIDINZRIVe RY2 Open DRDED/\> RILERILEDZEIBELE
X_g a_o
block index | IRELIEVWI—YT -9V -2%IBELET, 0~4 OFNSENNZIBET
SR ER
buffer512 1-957-49Y-—>0s5A#HU/N\YI7, £1-HF7-9V -84 (&
512 N4 RTHD. CD)\wI7E 512 N4 hTT,
REDE I5—J-R, 5Fl(d. 7.1.7 I5-0—F TEHBEEINTLEY,
7.1.6 RY2_ Write : RYJIICT—HEEEAH

EXTERN C int WINAPI RY2 Write(int handle, int block index, char* buffer512);

AFZ | handle RIIVDI\>RIVe RY2 Open ORDIED/\> RILERUEDZEIEELE
X_g a_o
block index | IBREULVWI-YFT—HY-2ZBELET, 0~4 OFNSENNEIEET
EER
buffer512 1-Y57-4Y-C05HEU\YI7, §1-Y7 -9V -20H14 X
512 N4 RTHD. CDN\YI7E 512 N4 T,
REDE I5—-1—R, 5. 7.1.7 I5—3—R THBAINTLEY,
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717  I5-3—-R

I3-3J-R ] B

RY2ERR SUCCESS 0 22Y)]

RY2ERR NO SUCH_DEVICE 0xA0100001 | #EESN ROCKEY2 NNEDH'S
BV (USX=4HT5-)

RY2ERR_NOT_OPENED DEVICE 0xA0100002 | COEA¥%EZEITI BRI,
RY2 Open T ROCKEY2 Zf<wh
ZEn'Hhd (RIEIS-)

RY2ERR_ WRONG UID 0xA0100003 | UID B (\SA=4TI5-)

RY2ERR. WRONG_INDEX 0xA0100004 | FmAHHUL/ESAHI-YF7—4Y—
HELREV (\SX=415-)

RY2ERR_TOO LONG _SEED 0xA0100005 | GenUID #geZ21—)L IR, 87E
ENJZ Seed J—ROREN 64 )1
ZBATLWS (\GA=4TI5-)

RY2ERR_WRITE_PROTECT 0xA0100006 | BZAMRE/\—RDI7ICHLTT
—Q;Eﬂ%IEbbtbu\é (1BFT
5—

RY2ERR_OPEN DEVICE 0xA0100007 | ROCKEY2 A—J>I5—
(Windows I5—)

RY2ERR READ REPORT 0xA0100008 | FEHHULIS— (Windows I5—)

RY2ERR_WRITE REPORT 0xA0100009 | FSAHIF— (Windows IT5-)

RY2ERR_SETUP DI GET _ 0xA010000A | PIEBIS— (Windows I5—)

DEVICE INTERFACE DETAIL

RY2ERR GET ATTRIBUTES 0xA010000B | PIEFIS— (Windows I5—)

RY2ERR GET PREPARSED DATA 0xA010000C | PIEPIS— (Windows I5-)

RY2ERR GETCAPS 0xA010000D | PIEBIS— (Windows I5—)

RY2ERR FREE PREPARSED DATA 0xA010000E | PIEFIS— (Windows I5-)

RY2ERR FLUSH QUEUE 0xA010000F | PIEFIS— (Windows I5—)

RY2ERR SETUP DI CLASS DEVS 0xA0100010 | PIBEFIS— (Windows I5—)

RY2ERR GET SERIAL 0xA0100011 | PIEPIS— (Windows I5-)

RY2ERR_GET PRODUCT STRING 0xA0100012 | PIBBIS— (Windows I5—)

RY2ERR TOO LONG DEVICE DETAIL | 0xA0100013 | PIEPI5—

RY2ERR_WRONG _REPORT LENGTH 0xA0100020 | RIDFT/NARX (\-RIIF7IS
=)

RY2ERR_VERIFY 0xA0100021 | #REIRIEIS— (J\—-RUIVIS
-)

RY2ERR_UNKNOWN_ERROR 0XxAO10FFFF | FHABHIS— (J\-RD17I35

-)

7.2 BEXROBRYOT)N

LUIFOY>TIVE, VC 6.0 TYERRENZOY M-IV TOYSATY , AUSHITOI S L %ESIL TS
FEEL T, ROCKEY2 O APl ZHHFHADL T EZATYIINA ATV I TERBALF T . 4581 C EEBEOFIT
(IERALTORVZSD., MORRSETYINIITZHARIBZIBETE. COTII25E((ITBET

API DfRIHAH T FEIBETEE T,
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28



721

FEITIAN

WE BUILD SECURITY

Step0--AVTFNI’'ODIS A

BUF (&, ROCKEY2 @ API H&FEENMEN TOWRUVREEDAS FIL IO S ATT,

#include <windows.h>
#include <stdio.h>

void main()

{
printf("Hello ROCKEY2!¥n");
§
7.2.2 Stepl1--RVINORME (1—HF—1D DEKRK)

EE D Seed 1—FE3IEFELT ROCKEY2 ##HA{LL. 1—H—ID (UID) Z&ERKLET,

XER 1 Seed I— FOERE(F 64 )T MAT THEEL TIZEL,

{

#include <windows.h>
#include <stdio.h>
#include "rockey2.h"

void main()

int retcode, handle;
DWORD uid, hid;
char buffer[512];

Il RIIVErRZRS D

retcode = RY2_Find();

if (retcode < 0)

{
printf("ERROR: %08x¥n", retcode);
return;

}

if (retcode == 0)

{
printf("ERROR: Not found any rockey2¥n");
return;

telse
printf("Found rockey2¥n");

/IR IV UID & HID B8R, FIHTRINIERI IV EFIFRTS
retcode = RY2 Open(AUTO_MODE, 0, &hid);
if (retcode < 0)
{
printf("ERROR: %08x¥n", retcode);
return;

}

handle = retcode;

//Seed ZIEEL. 1—H—ID Z4ERKI S
printf("¥n");

printf("Please input seed : ");
scanf("%s", buffer);

(ROCKEY2 RFEELAR v2.0] (2025/02)
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retcode = RY2_GenUID(handle, &uid, buffer,
ROCKEY2 DISABLE WRITE PROTECT);
if (retcode < 0)
{
printf("ERROR: %08x¥n", retcode);
return;

}
printf("¥nUID is %d¥n", uid);
RY2 Close(handle);

printf("¥n");
printf(""You must plug out Rockey?2 and re-plug to enable new uid.¥n");

7.23  Step2-- IBFEENI UID TRYIINERK

H>T) Stepl THARUIZ UID 2L T ROCKEY2 Z2A—T>U. RVETA—T>OREZHIRTLE

ER

#include <windows.h>
#include <stdio.h>
#include "rockey2.h"

void main()

{
int retcode, handle;
DWORD uid, hid;

Il RAINENEZRT D
retcode = RY2_ Find();
if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;
H
if (retcode == 0){
printf("ERROR: Not found any rockey2¥n");
return;

}

//Stepl [C Seed H' 12345 DIFE . FRLENIC UID (& 715400947 EIRDET
//UID = RT R EZRZET,
uid=715400947;
retcode = RY2_ Open(1, uid, &hid);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

telse
printf("Hello ROCKEY2!¥n");

handle = retcode;
RY2 Close(handle);

(ROCKEY2 RFEELAR v2.0] (2025/02)
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724  Step3— RYINDI-YF—HY-VI[CTF—HEEBEAD

UID AR TR ERE, TV - T —9%EZAHFFT .
UTOY>TILTIE. T—5Y—> 0 (C[Hello ROCKEY2! [#E2FAHET,

#include <windows.h>
#include <stdio.h>
#include "rockey2.h"

void main()

{
int retcode, handle, block index;
DWORD uid, hid;
char buffer[512];

Il RN ERZRTS
retcode = RY2 Find();
if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;
i
if (retcode == 0){
printf("ERROR: Not found any rockey2¥n");
return;

}

//Stepl (C Seed H 12345 DIFE . ARSI UID (& 715400947 ERRDFT,
//UID E=RTRIINZBEIEET,

uid=715400947,

retcode = RY2 Open(1, uid, &hid);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

}

(A=Y =FT=8Y=> 0 ((T-H9ZEELD
handle = retcode;
block index=0;
strcpy((char*)buffer,"Hello ROCKEY?2 !");
retcode = RY2_ Write(handle, block index, buffer);
if (retcode < 0){

printf("ERROR: %08x¥n", retcode);

return;

}

printf("Write OK¥n");
RY2_Close(handle);
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725  Stepd- ROINDI1-H—-F—9Y-0RBEHZHMHT

UID E—RT ROCKEY2 2fiK&, T—9Y -2 OB ERAHEBENTEET,
FOY>INTE T-9Y—> 0 DAB%HRAHEDFT,

#include <windows.h>
#include <stdio.h>
#include "rockey2.h"

void main()

{
int retcode, handle, block index;
DWORD uid, hid;
char buffer[512];

Il RN EIRZRTS

retcode = RY2_ Find();

if (retcode < 0)

{
printf("ERROR: %08x¥n", retcode);
return;

}

if (retcode == 0)

{
printf("ERROR: Not found any rockey2¥n");
return;

}

//Step1 (C Seed N 12345 DIFE. RSN UID (£ 715400947 £BDET
//UID E—RTRIINEREET .
uid=715400947,
retcode = RY2 Open(1, uid, &hid);
if (retcode < 0)
{
printf("ERROR: %08x¥n", retcode);
return;

}
(A=Y= FT ="V -> 0 ORNBEHHHET

handle = retcode;
block index=0;
retcode = RY2 Read(handle, block index, buffer);
if (retcode < 0)
{
printf("ERROR: %08x¥n", retcode);
return;

}
printf("Readed data: %s¥n", buffer);

RY2_Close(handle);

(ROCKEY2 RFEELAR v2.0] (2025/02)

32



FEITIAN

WE BUILD SECURITY

7.3 {REARBYIIN
731  Step5—- —2®M ROCKEY2 DEHT—FY -V ADEEAH /5

U

BIFOB>T)ILE, UID E-RTRIIIIVERE, 5 DOT —FY-INBBE(CT —H%2EEAH, STHEEZF
Bz R TWET S
EEROMFETE. BHCEDETEERELU TS,

{

#include <windows.h>
#include <stdio.h>
#include <conio.h>
#include "rockey2.h"

void main()

int retcode, handle, block index;
DWORD uid, hid;
char buffer[512];

IR W EARZR
retcode = RY2_Find();
if (retcode < 0)

{ printf("ERROR: %08x¥n", retcode);
return;

}

if (retcode == 0)

{ printf("ERROR: Not found any rockey2¥n");
return;

}

//Step1 (C Seed N 12345 DIFE. RSN UID (& 715400947 £12DET
/UID €= RTRIIINZFHEFT .
uid=715400947,;
retcode = RY2 Open(1, uid, &hid);
if (retcode < 0)
{
printf("ERROR: %08x¥n", retcode);
return;

}

handle = retcode;

/A=Y =F=5Y~> 0 (C"Module A"ZEEAL
block index=0;
strepy((char*)buffer,"Module A");
retcode = RY2_ Write(handle, block index, buffer);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

}
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/| A=Y=F=HY~=> 1 (("Module B"ZEEAL
block index=1;
strepy((char*)buffer,"Module B");
retcode = RY2_ Write(handle, block index, buffer);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

}

A=Y =FT=HY=> 2 [("Module C"ZEEAD
block index=2;
strepy((char*)buffer,"Module C");
retcode = RY2 Write(handle, block index, buffer);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

}

/A=Y —=F—=HY~> 3 (("Module D"2EFAL
block index=3;
strepy((char*)buffer,"Module D");
retcode = RY2_ Write(handle, block index, buffer);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

}

/A= =T =AY~ 4 (("Module B"ZEEAD
block index=4;
strepy((char*)buffer,"Module E");
retcode = RY2_ Write(handle, block index, buffer);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

}

(AT =F=HI=> 0~4 ORNBEFHET
for(block index=0;block index<5;block index++)

{
retcode = RY2 Read(handle, block index, buffer);

if (retcode < 0){
printf("ERROR: %08x¥n", retcode);
return;

}

printf("Readed data: %s¥n", buffer);
}

RY2 Close(handle);
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B8R AR INEEIR

ROCKEY?2 ZH93HI1(C. U TOEEZERTTBIINEENTT,

81 YIMIIFE ROCKEY2 DT %&ETH

KBRCERI BRI, BACETEZIZ CARENHDFT . REITDVITNIITDIEFEP, SEOVINIIT
TON=-23> Py TREDHLRMZERL. YINITPE ROCKEY OBREEI)ICEREL THZEW,

BIZ(E YINIIT7 A ZHIFHIU. FFRCEDN -3 TH ROCKEY2 o UFEATERLICLIZL
BE.YINITY A & ROCKEY2 D SeedCode (3l @ softA0001)(CBEE(TFRIENTEE T,
COFRTEZITAE. SEREDN-23>DYIRNITY A TH SeedCode (softA0001)MD ROCKEY2 Tre&
TE, VYINIITDEBEAECE SeedCode (softA0001)D ROCKEY?2 ZigtINIRIESHDEB A

—AT.VYINIIV A OERRZIN-Z3DLIAERIORENREETZIHE (BIZE V1.0 ZEEALT
&N =23> V2.0 GRIBRNENNERSSE)  N\=J32ECERD SeedCode ZERTEIDIEN
aJEETY,
5l 1 VINIIF A V1.0 < ROCKEY2 ( SeedCode: softA0001-v1.0 )

YIRNIIFZ A V2.0 © ROCKEY2 ( SeedCode: softA0001-v2.0 )

SeedCode HEIU T, UserDataZone TIXBIFBEERIBET I,
B : YINITIFZ A V1.0 < ROCKEY2 ( SeedCode: softA0001. UserDataZone0=Verl.0)
YIRNIIFZ A V2.0 < ROCKEY2 ( SeedCode: softA0001, UserDataZone0=Ver2.0)

COLSIGERTEITBLT EN=20F( AR FZERATICENTEET,
£YIRITI7E ROCKEY2 D SeedCode DX EEHMR(IE. EERIFHROHIEE(CEIR REL TS
(AN

8.2 BattAERMMEY-IDVERK
ROCKEY?2 @ SDK ([CEFNTWAHIEA{ LY - Z2{EFR33L. ROCKEY2 @ UID £t —H-57—4
V-2 DOEZAHNTIRE T, 12U, #WER{LY—ILIC(F SeedCode DIRTFHELREN LS, E(T]
SeedCode DA F3° UID OARZENNEERD, FRINHIHIDET,

FAFEE D DHBIEEEIC(E. ROCKEY2 O API Z;EFU. BEH® ROCKEY?2 FHMEY—IL &K
BEEHENSHUET . SeedCode Y —AT— RICEIZEMUEED, BIZEIRT —IR-AIURFLIDT B
ETYINIITP (S ET D ROCKEY?2 RN (CHIER{E TEF T,

BARY> TV, ROCKEY2 SDK Vx.xx¥Windows¥Samples JAIAFRICHNEIT DT, CSBEEE
Lo
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8.3 JDFIMARDBRRVERR

ROCKEY2 OI>AO-TY—-ILARE. ZOFUEEOZIHSZDI-F—(CFBHEINTWET ., UHU.
IoRO-TY=-IAREIRNTOYINIIZICHETEBINDI TR RO, FIEHELWBE(E APL S
NERETIBEEHRELUFET,

Fe, IoRO-TY—-) =2 {ERTZRE. ROCKEY2 RIJIMERSN TVWBRENSHDE T, ZDI8H.
BIETH 1| KORIINE2HRNARE T ZEHHERELET,
EURIIHFETICRVEE . BINT | REBAITIERRTU TR,
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S89E FAQ

ZZTIE ¥9 ROCKEY2 ZfERU TWSEEICRAET 0T DSH D — MR R B Z ARR I BFRICISIL
DEEZSNZFIYIIEBZVONIELET, F2. FAQ TIFLLHIERICEAL TTEALET,

9.1 ;SN 1-F1>) DIEREIR
B RO ROCKEY2 SDK #Z{FRCHEITOEIH ?

=SEHOITIYA N https://ftsafe.co.jp/support/download/rockey2/ &DEREFFD SDK &#AH>0—
RTEFT,

B RBENIFREURRC, ZORIIIEMBOIE1-9THRULTHELED ?
= 1-90EE (0S ON—-23>%F) (GERULTVWSBIEEENHDET,

9.2 BARDEAICEETS FAQ

921 207932095 LEUCHIRIEHITLLID ?
JOF79 baM370535 AZUCHIREHDER Ao

922  JOFIPSNEVIMIIZRIEBRORIINIRIETEEITH ?

(V) SFISAIBET T

EE D ROCKEY?2 (CAU SeedCode Z5RE T 5. [EU UID NMERKENE T, <O UID ZFIALTION
O-FAR API AR TYIMNII7ZREINE (HID ZERURVRD) | €D ROCKEY2 ZfERULT
EYINI17%FEITTEET,

% 2 ROCKEY2 @ HID (J\—-RJI7ID) (FERDFT ., 20Dz, HID Z{FEHI 3L, REINYIL
D17 (34FED ROCKEY2 TOHFEITHRECRDF T, —/5 T, HID 2FHET UID OH2FERITNIE,
BEORIINTRUYINI I 7R ERTEET,

X HIHAMEAESRZRERR(E I Bz, API A ZFIRAL. BHERAOHIEMEY -l 2RFE I DR
LEY,

923 JOFIbMehtlz EXE ¥ DLL BEOARIEIE—FFIBBRTEEFY
nh?
JO79 hNENEXEXDLLEAOIE — =4I CHIR 33T LETEEF Ao

UL, ZNB0OT71)LZIE-ENTE, ROCKEY2 RV IEHRUBVBRDEIT TEF A, O, R
EIE—(C&BYTRIIT OREFAZE RTINS THIFEI T B ENBIRET T
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9.3 IyNO-2Y-JLICEAYT3 FAQ

93.1 [Result: failed, error code:100, error message Find Dongle

Failed] I5—
(ReE] :
ROCKEY2 OI>AO-TY—=ILTYTrIIY (EXE IrAI)l) ZI>A0-T9%E, [Result: failed,
error code:100, error message Find Dongle Failed] IT5—MREULET,

[R&A] :
IoARO—TVEZERHI, ROCKEY2 W PC ([TIEFE SN TORWVWEIREER HDE T,

(fBRER] :
ROCKEY2 % PC (LHEHLTHS, IoAO-TEEZIToTIEEL,

9.3.2 [Result: failed, error code:100, error message Open Dongle

Failed] I5—

(RIRE] :
ROCKEY2 DI>AO-Y—=)LTYINITT (EXE J7A)) 2I>ARO-TF 3L, [Result: failed,

error code: 100, error message Open Dongle Failed] I5—hF4AELET,

EES)IE
ROCKEY2 @ UID H', I>ARO—FY—)LITIEEIN UID EER D8, A-—TVI5-HFEELET,

(BRRR] :

ROCKEY2 @ UID ZI>A0—-Y—)LOA _EICIEHEC AU T,

XUID B’YAFRABUETEMSINZHBE. [-IEEHTINAOD—TY=JUARLTLZEW, HIXE.
SeedCode % [test] EERTEITDE. SN UID H[-1672120959]ERDF T, T>AO—-TY—)LOD UID
HAIC(E[-1672120959)Z IEFEICA DL TZE L,

% Feitian Shell Protect Center 2.0.20.518 — O
Project File Protect Language View Help
i i B S| )
) lfJ ‘ [ﬁ}’ Lo
El Rockey2 Index  Type Import File
uiD 01 Net3z  D:i¥Rockey¥T AR VT Il ¥net_xB6¥insertdataapp.exe
E Bind HID Mo
HID 00000000
B Background Check Yes
Time intervals 120
Message Title Error
MSG of No Dengle Cannet find dongle

9.3.3 [Result: failed, error code:57, error message ACCESS

TARGE FILE FAIL] IS5—

(EEEIE]) .
ROCKEY2 OI>ANO-TY—)LTYTNITY (EXE J7AIl) ZI>AO-TI%L. [Result: failed,
error code:57, error message ACCESS TARGE FILE FAIL] I5—-HDR4UFY.

(RRA] :
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HANRCESAHHERNROEIEEENHDET .

(ARER] :
I>ARO-TENYINII 7 OEANACESAHERNHINEINZHEZEL TEEV. BETHNIL,
HAFETANA - DESIAHERZRTEL T,

9.34 [Result: failed, error code:48, error message PE SAVE

FAIL] IS5—

(e8] :
ROCKEY2 OI>AO-Y—)ILZ2ERALTYINIIT (EXE J7M)l) 2I>AN0-T93E. [Result:
failed, error code:48, error message PE SAVE FAIL] IS5—HR4AEUET,

[REHA)] :
IS5-10-R 48 (F. I>ARO-TY—)IEITHECHRBET7AIVAMERR TERVES(CRELET,

(ARRER] :

U OIEEZHEZRL TTEEL,

1. I>AO0-7Y—=)V% CD MSEEILTVSIHE. REI7AIVAYER TERVRIEEMENHDE T, T
8. I>ARO-TY—ILIAIS (SDK¥Windows¥Utilities¥Envelope) ZO—hJLM HDD (CJIE—-LTH
5EITUTLIZEL,

2.IoR0-TY=)IMRFENTVB IANA (CESIAHERR I HINMESRL TESL,

935 IXANO-TENIz7IV%RTISE [runtime.dll ’ROHS5R

nw] I5-

(RIRE] :
IoNRO-TENYINII7%ETIDE. [runtime.dll FREDOHNSRWVN] I5—HFRELT, LEITEE
Tho

([REHA)] :
Net YVINIT7RI>ARO-TF%E. IoAO-TEN iz EXE BIMIH runtime.dll KB ENEIICEMINE
9., ZO0.dlIl T7A)E, I>ARO—TENfz EXE hEITIZBRICHERIFAIVTY , LZI7(IHRDIHS
BWEE. IS-HDREELET.

(AEARZR] -
I>ARO-TENIz Net VI NITZDIAIA I runtime.dll BMEETIHNEINERESZL TEEW EUETE
LRWEE[E. IoARO-TY—ILaERULTEBREYINII72I>A0-JU. £RENTE runtime.dll ZF
BUTZE0,

936  YIMNIIPHIOANO-TENE, EBETEFEA

(RIRE) :
Microsoft .NET Framework ZF|AURYVINIIZHI>AOD-TY -l TIRESNZE. B TETE A,

(RRA] :
I>ARO-TY—=ILH Microsoft .NET Framework O—EBOMERE (LEIS TERVBIEEENZ ZBNF T,

(EHEE )
1. IoAO-THREFBSLTH TS,
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I>ARO0-FY—JL= [.NET Envelope Option] =[Method ListIh*TIAILNT [Encrypt All]l (CE&ES
nTHEN, IRTOAYYRPIIAO-THRICTBDET

[Method List] AfID [---1 ZJUvHU. —EBOREEI MR- MOF IV S THSBEI>AND
—THFEITU. BENEITINEINEEZRL TS,

2. APl ARZIRETU TZEN,
IoARO-TY-)IHI+DREIEETERVNEEE. 58 7 ED API ARERSTL T,

9.3.7  Linux DI>AO-Y—=)LICOWT

(RIRE) :
I>oARO-FY—=)UE. Linux BOEITI7AIETOTINTEZIN ?

(EZ] :
ROCKEY?2 & (& Linux AiROI>AO— Y —)LMEHEINTHEDFEE A
Linux AROI>AO-TY—)L2FIBUREWMEE. BS)—-X D ROCKEY4ND & &% CHRET<IEE 0,

9.4 APIICE9% FAQ

94.1 ROCKEY2 D API Z2ED LSICHEPHUETH ?

ROCKEY2 @ SDK (C(F. BRIFEEB(CHISUIS/TIUNBEREINTVLETD,
EARMIZ(E. 205147 3)%FIFALT ROCKEY2 D API BTV HULET,

942  .NETP7IVs—33>TREDSAITSUFIATEIIN ?

Visual Studio .NET 7 U —>3>mEIHI, LUFOD 4 DORESREIRFELTVET,
@ Class 9173V

@ COM IR—=%>h314T3Y

® DLL #M354735Y

@ LIB EHIC34T3Y

SDK (CH>TILHMEINENTVET ¢
ROCKEY2 SDK V2.43¥Windows¥Samples¥VS2017
XEHRMERSACOVTIE &Y TILD Readme J71 IV ESHRUTZE W,

EQFHRZFIAT ML CTBREEUTERTEFIN, @OFEIS1T5Y (DLL) ZHERLFT,

¥ (FHD FAQ [CDWWTIE, Bt DITTHA N ( https:/ftsafe.co.jp/support/rockey/ ) HTSIELEE
(A
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