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Software Developer’s Agreement

All Products of Feitian Technologies Co., Ltd. (Feitian) including, but not limited to, evaluation copies, diskettes,
CD-ROMs, hardware and documentation, and all future orders, are subject to the terms of this Agreement. If you do
not agree with the terms herein, please return the evaluation package to us, postage and insurance prepaid, within
seven days of their receipt, and we will reimburse you the cost of the Product, less freight and reasonable handling

charges.

1. Allowable Use — You may merge and link the Software with other programs for the sole purpose of protecting
those programs in accordance with the usage described in the Developer’s Guide. You may make archival copies

of the Software.

2. Prohibited Use — The Software or hardware or any other part of the Product may not be copied, reengineered,
disassembled, decompiled, revised, enhanced or otherwise modified, except as specifically allowed in item 1.
You may not reverse engineer the Software or any part of the product or attempt to discover the Software’s
source code. You may not use the magnetic or optical media included with the Product for the purposes of
transferring or storing data that was not either an original part of the Product, or a Feitian provided enhancement

or upgrade to the Product.

3. Warranty — Feitian warrants that the hardware and Software storage media are substantially free from significant
defects of workmanship or materials for a time period of twelve (12) months from the date of delivery of the

Product to you.

4. Breach of Warranty — In the event of breach of this warranty, Feitian’s sole obligation is to replace or repair, at the

discretion of Feitian, any Product free of charge. Any replaced Product becomes the property of Feitian.

Warranty claims must be made in writing to Feitian during the warranty period and within fourteen (14) days after the
observation of the defect. All warranty claims must be accompanied by evidence of the defect that is deemed
satisfactory by Feitian. Any Products that you return to Feitian, or a Feitian authorized distributor, must be sent with

freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR REPRESENTATION OF THE PRODUCT, EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE.

5. Limitation of Feitian’s Liability — Feitian’s entire liability to you or any other party for any cause whatsoever,
whether in contract or in tort, including negligence, shall not exceed the price you paid for the unit of the Product
that caused the damages or are the subject of, or indirectly related to the cause of action. In no event shall
Feitian be liable for any damages caused by your failure to meet your obligations, nor for any loss of data, profit or
savings, or any other consequential and incidental damages, even if Feitian has been advised of the possibility of

damages, or for any claim by you based on any third-party claim.
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6. Termination — This Agreement shall terminate if you fail to comply with the terms herein. Items 2, 3, 4 and 5

shall survive any termination of this Agreement.
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ﬁ7f97~yaymiofﬁﬁén&wio_féiﬁf%iﬁo

Flo. TV =2 a ViR HRED CSP AZDIMELFT ZFITHER L ThEF A, #ilzIE, Microsoft
Base Cryptographic Provider Gl 40bit DiEIEF— & 512 B> hOABREEAFIH T £33, Bl csp 27
MUEBRICIRENEE SN FER DV ET, 20X, 77V r—a iZInoo¥ A AoHhzFfHT
ELL2ICTHDTIEARL, kxR CSP THIATE L L HICTR&ETT,

135 CSP 2 5FRX b

TV r—a RN 3 CryptoAPI BIEXIE [CryptAcquireContext] BEIEIZ/Z2 0 9, Z DR
BUIRR 2 —a o T T2 B ATERRRNV R —2RVEE LTRLET, F—a 7 FIEFEFNHEE
ThHha Tt ra—OT TN har T EFHTHENTEET, £72, [CryptAcquireContext] BI%L
L F—ar TS EERT I ERTE LT,

CSP £V 2 —/VIZIZENZEILCSP 44 & Z A T 3% U |, Windows |27 7 + /L N CTA A h—/L &% CSP
41X TMicrosoft Base Cryptographic Provider] T, # - 7lX TPROV_RSA_FULL] &72>TWET, Z D CSP
DEAFREAS CSP TERIR DA/ > TV DBENRDH D £, A T EE—THHEE A,

CSP DAFRE XA TNWET 7V r—2 a8 CSP N> KT —Z2 S92 %412 [CryptoAcquireContext] [
BaFT T DBRICHRETE ET.CSP A L XA TH4EE LA BRI —B L7z CSP DA BFFOH S,
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POV LSRR LTz F DA CSP N RT—% I LET, 7V r—a 3oy RI—2FHL T
CSPBIUNCSPNDOF—a LT FIZT VAT HENTEET,

1.3.6 CryptoAPI 7 —X%527F»

CSP 7 —F T 7 F ¥IXEICLLTD 5 DOBEHETHER I N TWVET,

o iEE{LBE%K

S LREIEIT CSP N R T —~D ) U 7 B I OAEROAICHH S ET, 2D OEEIX CSP4 & 4
AT HRETAHIETT T r—2a UM ED CSP 2T 2FEL2HTH5Z R TEET,

> R RE IR B b — D AR N RI S E T, T OBEREICIIRE BT el 5
(b7 EOMEDL & I TWET,

>R SRR IS — DA R OMRRR TR S E T,

e EAExYa— F/Fa— FEK

AEHET a2 — R/7 32— FREEUTT — 2 O 5 /E 5B L OT =2 Oy V2 @O FEICHH s
£7,

o FERAERANBIEL
ZOBBITEFEREFEOE y FEHT LIRS ET,

o fEAyE—UBK

CORBEITA =Y« T2 O EE T L, AvE—Y T ADEXBLOELERET D
DIZFIH SN ET,

e t—L~ X ob—TEH

ORI S A vt UREEICEIR SN TEY | A v = VI L TE D MR BREZITOET,
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CryptoAPI
Architecture
1
Certificate Functions 1

Message Functions

Application
L [ 1 I ]
CrvptoAPHIMeITace = == = = = = = = 4 H R o i ik il
1r I “
Ceificate Stare B ' N Simplified Message
Functions - | - Functions
L 3 | F | F ]
1r 4 : "r L 4
Cedificate Encode/Decode | Low Level Messane
Functions 1 Functions
: 3
¥ ¥ ¥ ¥

Cryptographic Functions

Microsoft RSA Base Smart Card Tamper Resistant
Frovider Service Provider Senvice Provider
CSP #1 CSP #2 CEF #3
key Database key Database key Database

K REREDO IR IILL T ORRIZ 220 £97,

BE% BEHE
55 B Crypt
BFIAET a— N/F a— FEK Crypt
T RIE R RSN B A Store
5 A v —U B Message
17— L ~YL Ay — VB Msg
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1.4 PKCS#11 218 U7z ePass2003 77V r— a v OBR

AU H =%y FORBIZEY, 77V r—ar0vxa ) T I 3HEFICEECRY, &HICZH5L
X VT o MEORBIIT 7Y r—ra VEITCTHEOE#EZ LMEE L TEE L, 202 END
RSA #1121 B D BER 245 729412 PKCS (Public Key Cryptographic Standard) % 3& L% L7=,

PKCS#11 1% PKCS 4% 1 ->C, PKCS#11 (B4 [Cryptokil) (ZABREET 7V 7r— g VB L ORI D A
— 7 [ CHAET D BHANE D A A iR 5 25 \ZFI T & £ 77, PKCS#11 I [Cryptoki tokens| & VY9 —# D
TR TIVT A =T 2 —AETNEERLTEBY, PK I— KD PKCSHIL A v F—T = — A}
PKCS#11v2.20 & AHfattza b > TWET,

PK @ PKCSH#11 A > # —7 =— A &I L TR 21T 91213, PAFEH T PKCSHIL IZHOWTRH L TV D
VBN H Y £, PKCSHIL OBIFEIZBIHE L7- K% 2 22 M RSA #EDOLL T D Web A kb &4 D vm—
RTDHHENTEET,

http://www.rsa.com/rsalabs/node.asp?id=2133
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$EOEE CSP BV 2—)l

Z DETIL ePass2003 TH AR — b &2 CryptoAPl FlJE, HFIC ePass2003 O CSP 1 > 4 — 7 = — A
YAR— MRS, T T R ADFIEFEIZOWTHII L E T,
ZOHETEUTFO FE v 7 12OV THIILET,

R
PAR—FLTWBETLTY XA
B D AR — Mk

B DRT A —%

BESLE OV LI O BE B R IH

vV V V V V

2.1

ePass2003 1% CryptoAPl 77U r—3 9 v & 3 — A L ARA TR DRRICHERER) 72 CSP £ 2 — L %
L CTUET, £7-. ePass2003 D CSP £ = —/Ld Microsoft Crypto Service Provider & At 0 |
BER L OFRICHE S T CryptoAPl 77U r—3 2 v & HME AR D ER & £9,

2117972740

® Type: PROV_RSA_FULL

T CSP X A SET U HNEL E T — AR/ E S OV R— N ERELET, 2T
ANBAFEEREIZRSA 7T Y XA ZF|IH L A S ET,

® Name: EnterSafe ePass2003 CSP v1.0

Name (ZHFERENTWAD K H 12, ePass2003 DNN— R 7 =27 XA FL“RA~— I — K7 L7420 £,

2.1.2 BBhE

ePass2003 @ CSP E ¥ = — )L OREREIZLL T D@ Y T

TARTR RSA F— X7 OREANGIT A f2f L T\ 2,

Bx g S by a7 3 Y AAEEFEL TS,

RSA AL —v g van—RyxT ECHR— 25 (K:2,048 B ),
T U H LF SRR E N R =27 ETYR— N5,

VNF ALY T 7 BAB IO~ ALF TN ZEE Y R— 45,

B OGEHEEZRAT 27 7V r—va v R— 15,

o v s w N E
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7. PKCSH#11 DT —H 74—~ v MIHEHLL TV D,

8. 2 OD§E~T (AT_KEYEXCHANGE & AT SIGNATURE) & . #EDFEFIAEIZ L 5 " FEIEHZ R — k
T2,

9. JT_TD Windows 77 v N7 x—2L &V R—rT5, (HIH, Windows 8.1/10/11, Windows Server
2016/2019/2022/2025 @ 32/64 bits)

10. Office 77"V /r— a » DG E{b/4E 51k, Windows @ 7 4, Internet Explorer 3 X T¥SSL Web
P A hr 74 Outlook D A — /L FAk 7 EDOREAFED Windows 7 7Y 77— = UZHEHLL T\
Do

22 Y R—-PFEINRTVWAET NIV XA

ePass2003 D CSP EV 2 — /L THR—FZINTWAT AT Y XLZILLTO®@Y TY :

BEORS RIMOEE | RROEZ

FAIY XA HEY
(bit) (bit) (bit)
CALG_RC2 40 8 1024
CALG_RC4 40 8 2048 )
W51t 151tk
CALG_DES 56 56 56
CALG_3DES 192 192 192
CALG_SHA1 160 160 160
CALG_MD2 128 128 128 .
Ny v aEtiE
CALG_MD5 128 128 128
CALG_SSL3_SHAMD5 288 288 288
CALG_RSA_SIGN -
1024 1024 4096 BrELRES
or AT_SIGNATURE
CALG_RSA_KEYX K55k, 1851k,
1024 1024 4096 -
or AT_KEYEXCHANGE BT ELRE

2.3 BBV R— MR

LAFDOT —7 0% csP B DR — MR E £ & 7= H D TT, [Not Implemented] &id CSP £V =
— AV Z =T == ARS DN, REIIRIEASN TV WEEZER L 7, Not Supported | 1% CSP
EFEV a2 A E—T = — AP ELEZER LT,

ePass2003 ® CSP % A 7°IZ PROV_RSA_FULL TH Y, LT DT — 7 /VICEHEH SN TN D HF TN 20D
BT AR — FEHNTWEREA, Not Implemented] DORIETIE FALSE ZiRK L, THDT T —a— KM
E_NOTIMPL {ZE v FEIFET, F7. CryptoAPl 77V r—2 a3 VI TFOA 7 —7 = — A& B
AT LHNETHY £ A,
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B%4

BN

HR— MRS

PR

CPAcquireContext

arT XA NEERT D,

Implemented

CPGetProvParam

CSP (ZBAd A IH#H 2T,

Implemented

CPReleaseContext

CPAcquireContext Zffi-» CIERk &N T %
A~ BB %,

Implemented

CPSetProvParam CSP DARL— g VERET D, Implemented
X —4 iR BI% & — R HBEE
CPDeriveKey F—A Ny anbty g XT—a24K7T | Implemented
%, ¥—lFza=—7 (—F) Thbd,
CPDestroyKey F— NV RV EBT D, N> RAVIZERNZ 7 | Implemented

D, F—ICET 7 BATERLI D,

CPDuplicateKey

3‘\"%0):{ to%%éﬁ‘zj‘éo

Not Supported

CPExportKey CSPa T hbX—%xT ) AKR— T 5B, Implemented
CPGenKey X —F I —XT AT S, Implemented
CPGenRandom Ny 77 —ITELE A E X AT, Implemented
CPGetKeyParam K5 —0BMthae G 5, Implemented
CPGetUserKey CSP =1 7 bk — X7 G T 5, Implemented

CPImportKey

TaTNHCSP AT FANF =T A R

Implemented

9%,
CPSetKeyParam F—DEMEERET D, Implemented
T —5% WS LBI%K
CPDecrypt Wb ST — 2 &80T %, Implemented
CPEncrypt X EREEFLT 5, Implemented
Ny VaBBETVINVEBLBR
CPCreateHash Ny aF TVl NaelERT D, Implemented
CPDestroyHash Ny ad TVl O RVEHIERT S, | Implemented
CPDuplicateHash Ny ad TVl hOat—EET B, Not Supported

CPGetHashParam NV aXd Tl NOEEMELZEET S, | Implemented
CPHashData NV aAt Tl NMIT—HERET D, Implemented
CPHashSessionKey | Nw oA 7=/ FOREX—%2H453 5, | NotImplemented
TTV = a yRX—ICT 7B RATHEIE
7200,
CPSetHashParam Novad TVl bOEME I AX <A X | Implemented

ERAR
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CPSignHash NV aF T MIBLT D, Implemented
CPVerifySignature TR NEL BRET D, Implemented

2 : CSP OEEVEHIFZIZIX, OffloadModExpo & ) BN ER SN TWETN, ACSP EV 2—/L T
FYAR— SN TWEREA,

2.4 BBODINSG A —4

2.4.1 CPAcquireContext

——dwFlags

PLFOEEZYAR—FLTWET :
CRYPT_VERIFYCONTEXT, CRYPT NEWKEYSET, CRYPT DELETEKEYSET, CRYPT SILENT,
¥CRYPT MACHINE_KEYSET (%} L TV EH A,

——pszContainer

NULL & 721371272 % 2, dwFlags OfEIC X - TE Y — X =4O X FHNZ/2 0 3 (LF0E XX
MAX PATH ##8 2 TIZWFEHA),

2.4.2 CPGetProvParam

——dwParam

UTOfEZEYFR—FLTET :
PP_CONTAINER, PP_ENUMALGS, PP ENUMALGS EX, PP ENUMCONTAINERS, PP IMPTYPE,
PP NAME, PP _VERSION, PP _UNIQUE CONTAINER, PP PROVTYPE, PP SIG KEYSIZE INC,
PP_KEYX KEYSIZE INC, PP_KEYSPEC

$PP_KEYSET_SEC_DESCR, PP_USE HARDWARE_RNG 72 E{3%Hs L TWER A,

——dwfFlags

CSP OHHTIC L %D & dwParam OfE2S PP_ENUMALGS %7-1% PP_ENUMALGS EX O, dwFlags 73
CRYPT_FIRST DOFRIZHIEN MGE D, EOMMOME (0 £721% CRYPT _NEXT) DOEAIFREZFIZEL £7,
dwParam @ fi 78 PP_ENUMCONTAINERS |2 | dwFlags #% CRYPT_FIRST(l1) . CRYPT FIRST |
CRYPT NEXT(3) DOFRIZHIZENIEE D . 0 2> CRYPT NEXTQ)DFSIZKR #5% L %7, dwFlags 2%
CRYPT MACHINE KEYSET # %}t L CWEH A, dwParam 23 DOEOEA ., dwFlags 135 = > 7 S
NnEHEA,

Copyright © Feitian Technologies Co., Ltd.

Website: www.FTsafe.com




FEITIAN ePass2003 FFKEH AR

2.4.3 CPReleaseContext

——dwpFlags

PrThiThidnn A,

2.4.4 CPSetProvParam

——dwParam

LFOfEZ YR —FLTWET
PP_KEYEXCHANGE PIN, PP_SIGNATURE_PIN.
pbData 73 NULL %5150 77U M LET, TOMOEIZYFR—FEhTHEREA,

——dwpFlags

Fxv7 IhEEA,

2.4.5 CPDeriveKey
——Algid

UTo7 NI ZRADHREYR—KFLTWHET :
CALG_RC2, CALG_RC4, CALG_DES, and CALG_3DES.

——dweFlags

UFDr—20iFs, =7 —%IELET :
(CRYPT_CREATE SALT | CRYPT NO_SALT), CRYPT PREGEN and CRYPT USER PROTECTED.
RZEOMDEIZ YR — FENTWEE A,

2.4.6 CPDestroyKey

YL,

2.4.7 CPDuplicateKey

PR=—FENTVEEA,
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2.4.8 CPExportKey

——dwBlobType

PUBLICKEYBLOB & SIMPLEBLOB O %% 7"— K~ L 79, *PRIVATEKEYBLOB, OPAQUEKEYBLOB,
PLAINTEXTKEYBLOB ¥ X O OfMIH R — F L TWEHE A,

——dwpFlags

dwBlobType 7% PUBLICKEYBLOB % 7-i% SIMPLEBLOB ®#;% . dwFlags (3w T,
ZOMDOLGEIZZ DO/RT A =X OEITERINE T,

2.4.9 CPGenKey

——Algid

UTOfEZEYR—FLET :
CALG RSA KEYX, CALG RSA SIGN, AT KEYEXCHANGE, AT SIGNATURE, CALG DES, CALG RC2,
CALG RC4 and CALG 3DES. $¢CALG 3DES 112 (ZR#iNN—Y g THR— b SINDHTETT,

——dwfFlags

PAR—=FIHNTWRWCSP TIE= T — A v —VZIRLET :
CRYPT CREATE_SALT, CRYPT NO SALT, %7-iX CRYPT PREGEN.
AREINDF—RIZZDONRIA—=ZDEYO 214 N TT (F—DF 74/ FRIZ 0 TY) Ftho 2 A
MIMEH I ET,

2.4.10 CPGenRandom

ML,

2.4.11 CPGetKeyParam

Z OB%IE CALG_RSA KEYX, CALG_RSA_SIGN, AT KEYEXCHANGE, AT SIGNATURE, CALG_DES,
CALG _RC2, CALG_RC4 % (X CALG _3DES D ¥ —% A 7 DX H— bk LET,

——dwParam

% — % A1 778 CALG_RSA_KEYX, CALG _RSA_SIGN, AT KEYEXCHANGE %" AT SIGNATURE ¥}
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A . fEI% KP_PERMISSIONS, KP_CERTIFICATE, KP. BLOCKLEN, KP_ KEYLEN %723 KP_ALGID (272 Y
£7,

¥ —4 A 7% CALG RC2 D4, il KP_BLOCKLEN, KP_EFFECTIVE KEYLEN, KP _KEYLEN,
KP ALGID F7-1% KP SALT {272V £,

¥ —4% A 7 CALG RC4 D4, fEIZ KP_ BLOCKLEN (2 Y f& 0), KP_KEYLEN, KP ALGID %72
KP SALT (2720 £9°,

¥ — XA 7 CALG 3DES K (' CALG DES O34, fEiX KP_BLOCKLEN, KP_ KEYLEN & 7-i%
KP ALGID (2720 £,

——dwpFlags

PrTHLIBLENRDHY £,

2.4.12 CPGetUserKey

——dwParam

UTOEEZYR—FLTNET :
AT_KEYEXCHANGE, AT_SIGNATURE, and (AT_KEYEXCHANGE | AT_SIGNATURE).

2.4.13 CPImportKey

——pbData

Z @ keyBlob {X SIMPLEBLOB, PUBLICKEYBLOB & PRIVATEKEYBLOB % #7v— K L CTWET,

——dwfFlags

COMEIEE S ET,

2.4.14 CPSetKeyParam

——dwParam

CALG RC2, CALG DES K" CALG 3DES OF%—#% A 7 DA, fHIZ KP IV T,

CALG _RC2 ¥ —% A 7 D¢, X KP_EFFECTIVE_KEYLEN T,

CALG_RC2 X U' CALG_RC4 DF—% A 7Dy, fEiT KP_SALT £72i1% KP_SALT EX T,

CALG _RSA KEYX, CALG_RSA_SIGN, AT KEYEXCHANGE &} AT SIGNATURE D% —% A 7 DA,
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fEl% KP_CERTIFICATE T,

——dwpFlags
BruTRTFNITRY A,

2.4.15 CPDecrypt

UToX—4 A7 %Y AR —FLTWNET :
CALG_RSA_KEYX, AT KEYEXCHANGE, CALG_RC2, CALG_DES, CALG_3DES and CALG_RC4.

——dwpFlags

o TRTiuuden £,

2.4.16 CPEncrypt

PLFoF—2 AT %Y R —FLTVET :
CALG_RSA KEYX, AT KEYEXCHANGE, CALG_RC2, CALG_DES, CALG 3DES and CALG_RC4.

——dwpFlags

PrThiFiidnn A,

2.4.17 CPCreateHash

——Algid

DFo7ra) AohEmzYAR—FLTWET
CALG MD2, CALG MD5, CALG _SHAI and CALG SSL3 SHAMDS.

——dwFlags

Yo cRighEs %A,

2.4.18 CPDestroyHash

YL,
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2.4.19 CPDuplicateHash

PR—FSHLTVERA,

2.4.20 CPGetHashParam

——dwParam
HP_ALGID, HP_HASHSIZE & HP HASHVAL fii% %A — F L TWET,
——dwFlags

rThRiFuuEnn A,

2.4.21 CPHashData

——dwpFlags

Y TriFiuE/e v £ A, CRYPT USERDATA OfEIZHHR— F S ThEHA,

2.4.22 CPHashSessionKey

FIES N TWEH A, FALSE 23K L., E NOTIMPL (Z ErrorCode %~ b L%,

2.4.23 CPSetHashParam

——dwParam
HP_HASHVAL DEDH YR — F SIVET,
——dweFlags

PrThiFiidnn A,

2.4.24 CPSignHash

——sDescription
ZofEITEREINES,

——dwFlags
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CRYPT NOHASHOID O AW — F &LE 4, thofizEH s Ed,

2.4.25 CPVerifySignature

——sDescription
ZOfEITERENET,
——dwFlags

W DS AR —F L TWEREA,

2.5 BB O LIRO B ZEHW

2.5.1 B

2TO CSP B CHRANTIFEIZIL D DAY CPAcquireContext B CTd, 7 7V r—va s iiEox—
AT T TERIET 200 R T DA ZORBEMCHLES, FF—a T FER—FA4 7D 1250
RSA FF— X7 LD v a U F—ZHMNT 2 HENTE LT ,RA F—<T LKk AT V=7 h T,
Ty va X —ETFEITRICORFET 52X —CF, 77V r—ra viRar 7 FNORERICT 78 AT

HLEN B HIEE1E. ePass2003 D CSP EY o — /LT — WO A LEE LET,

BHRENTA T IRy 7 AeFRpRm LIz R0 E W I BA1L. CRYPT SILENT 7 F 72k v M BEHEN
T&x F£9, LA L ePass2003 Tlk CPSetProvParam & = —H ki — X OFREM & L THR— K LT
L. BRIBNEINTZT —F~DT 7R TEHFRN—2 g I T2T—E R0 $9,

252 BRI VS LYY )

BHZE 1% SDK ¥ Samples¥CryptAPl PNIZ 3 5 ePass2003 O CryptoAPl 1 ' X —7 = — A& fliof=V 7
nN7u 77 L5EFNMATLIERTEET, 2B, W< OO H 7 ILiE Microsoft @ Platform SDK 232 &

0 FE9,
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535 PKCSH11 BV 2—)b

Z DOE T ePass2003 (12K > THAR— FEN TV D PKCSHIL IZDOWTHEIT L £, HFiT ePass2003 D
PKCSH#11 A ¥ —7 = — A%, R — Mg, 71TV X LADFEEZONTHEHILET,

COETIHUTO ME v ZIZHOWTEHLET,

ez

PR—HFENTWD PKCS#HIL A7 P2 b
PAR=PEINTODETLTY XA
PR—FENTWD PKCSHIL A ¥ —7 = — AR

YV V VYV V

3.1 MH

ePass2003 PKCS#11 A X —7 = —A[XWin32 ¥4+ Iv 7 V2754771V (DLL) & LTSN
F9, BIREITEHNIC b 77 A NERETI0EINCT 78 AT HENTEET, PKCSHIL (ZBET
577 ANMILLTO®BEY TH,

File SDK Path

pkcs11.h \Include\pkes11 (RSA IZ & ¥ #2fik)

pkcs11fh \Include\pkes11 (RSA (2 J 0 #24k)

pkes11t.h \Include\pkes11 (RSA T & ¥ #4it)

Cryptoki.h \Include\pkes11 (RSA (T & ¥ #4it)

cryptoki_ext.h ¥Include¥pkes11l (ePass2003 JLIRT /LT U XA LR %
=)

cryptoki_win32.h ¥Include¥pkes1l (Windows BREi CHRANID 3 DD~ X —7
TANVICKEL SN XA T ER

cryptoki_linux.h ¥Include¥pkes1l (Linux BREE CTHRAID 3 DD~y X —7 7
ANVNTLEELE INDZ A TIER)

auxiliary.h \Include\pkes11l (JLAEBIEIZBIT % ePass2003 D E#

eps2003cspll.lib ¥lib (PKCS#11 A > X —T =—A + T4 T 7 —)

eps2003cspll.dll 7% ePass2003 DH.LERDTAT TV =T 7 ANTHY | AT AT FVEITA R
N —/L & E T, RSAPKCSHIL IEHEMIM CERIN TNDLA V¥ —T7 = —AHKE 2 THREL TV ET,

FRENINOGDOA ¥ —T7 2 —RAEFHAT 5855 T, HD PKCSHIL K DIEHES L X —T = — A D
HEAATHEEIE, a7 T cryptoki_win32.h 7 7 AL (Windows 77 > b7+ —24) H DV
cryptoki_linux.h 7 7 A /b (Linux 77 v b 7 4 —2L) 24T A 7 —RTHLERHD £,

X, BHZEE N ePass2003 DEFA AR HRERS L 7L T XA EZFIHT 2B A1, cryptoki_exth 7 7 A /L
DHHEA L IN—RLET, 2O~y X —T 7 A NVIXEDMD~Ny X —T 7 A NE42TA L7 /L—RLT
WET,

BR%E 78 LoadLibrary T esp2003cspll.dll ZFfH L7=< 72 &y 9 3A1T1E, esp2003cspll.lib & 7' 1Y
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=7 MIA 70— R LUTHINCHIAT 2 Z & b ARETT,

3.2 ¥ R— P LTS PKCSt1l 37V =7 b

ePass2003 PKCS#11 B = — VI TOA TV =7 FOER EFH O FE Y HR— M LTWET,

JIAFTTV 2 b B

CKO_DATA TV r—vaillkoTERINEAT V=7 b AT
Vxl NOWEIXT T r—va ik o TRESLD,
T—=HDOLUH YT T T r— g UKo T

EYATAE
CKO_SECRET_KEY KR EAE 7 L 2 R Ao F—
CKO_CERTIFICATE X.509 7YX NGEHEAST V=S b
CKO_PUBLIC_KEY RSA NHSEA T V= 7 |
CKO_PRIVATE_KEY RSA FLMEAT < w & I
CKO_MECHANISM FAEY ATk

BCOF TV MIZFOF TV =7 FOFHRHBEICL > T2 207 V=13 T 5FENTEET,

— D HD I N—T KGN ENDA T V2 NOITN—T T, ZOTN—T DTV =7 ME
TV = a Ko THIBRE N D £ T ePass2003 EDOLRRA N L —U Y — IS il £9,
HY)—ODITN—FlFtyarA TVl hTH, ZOIN—T DX TVl NIy a v
WERICRHAISN, By va PR TT2L47027 FbEBRICHIBRSNE T,

FR 2w 547 Y 27 bOBMEIL CKA_TOKEN T, 7—/VETT, &®TOF T V=7 MIZDE
PEZR->TH Y, BAFEHIL ePass2003 D AE Y —H A XD LREZBF L T A2 DA77 Nk
BRDDHLEND D FT,

FEARMICIE, BEERAT V=7 NOI%E ePass2003 D AE Y — (2T D L oI LET,

EREARICIN Z, PKCSHIL A7 V=7 MIBRRLZT 7 v A2 > TVWEd, T4 7V =7 K
TR BT VB RAEIZL > T2O0XZ A FIZHFHZ ENTEET,

—DHDOXA TIFEDZ—YFTHLT IV EARNTE LTV v 73T V=7 FTT, $9 DX
R T o T2 — T DOHNRT VB ATEER T TAR= AT V=7 T,

TIRAZA T HPDDAT V=7 DOJEMIT CKA_PRIVATE T, 7—/UETYT, 2TCOA TV =7 b
FEZORMEERF > TCWET T 7V r—va VITEBROEEZBEL AT ) v 73774 _X—FD
ELONEBIRT LENTEETN, 774 _— MENTEIR L ST U > ZEMEIRICIE ERRH D Z & %
BETHMLERDY T, D 2 DORMEIBIIMSIL TR, 77V 7 — 3 3K 2 OfEE ER
TAHLENG Y ET 0, YA X3 ePass2003 DIV (FHATRE) (288 E S, DRIEH A AT A7 5
HRHRRWO TH R EE RS METT,
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3.3 Y R—PZNTVWETNVITY XA

I FDOF —7 L% ePass2003 PKCS#11 E¥ = — /L THR— FENTWVWAT L ITY R ATT

BETITY XA

i 5 1L /
g5t

A

NI

F—R7
HE R

N lr—

v

CKM_RSA_PKCS_KEY_PAIR_GEN

v

CKM_RSA_PKCS v

CKM_MD2_RSA_PKCS

CKM_MD5_RSA_PKCS

CKM_SHA1_RSA_PKCS

CKM_SHA224 RSA_PKCS

CKM_SHA256_RSA_PKCS

CKM_SHA384 RSA_PKCS

S e A A A RS

CKM_SHAS512_RSA_PKCS

CKM_RSA_X9 31_KEY_PAIR_GEN v

CKM_RSA_X9_31 v

CKM_SHA1_RSA_X9 31 v

CKM_RSA_PKCS_OAEP v

CKM_RSA_PKCS_PSS

CKM_SHA1_RSA_PKCS_PSS

CKM_SHA256_RSA_PKCS_PSS

CKM_SHA224 RSA_PKCS_PSS

CKM_SHA384 RSA_PKCS_PSS

CKM_SHA512_RSA_PKCS_PSS

S - R i L R S

CKM_RSA_X_509 v

CKM_EC_KEY_PAIR_GEN v

CKM_ECDSA \

CKM_ECDSA_SHA1 3

CKM_DH_PKCS_KEY_PAIR_GEN v

CKM_RC2_KEY_GEN v

CKM_RC2_ECB v

CKM_RC2_CBC v

CKM_RC2_CBC_PAD v

CKM_RC4_KEY_GEN v

CKM_RC4 v

CKM_DES_KEY_GEN v
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CKM_DES_ECB v
CKM_DES_CBC v

CKM_DES_CBC_PAD v

CKM_DES3_KEY_GEN v
CKM_DES3_ECB v

CKM_DES3_CBC v

CKM_DES3_CBC_PAD v

CKM_AES_KEY_GEN v
CKM_AES_ECB v

CKM_AES_CBC v

CKM_AES_CBC_PAD v

CKM_MD2 v

CKM_MD5 v

CKM_SHA_1 v
CKM_SHA224 v
CKM_SHA256 v
CKM_SHA384 v
CKM_SHA512 v

AR DT —7/11% ePass2003 PKCS#11 EY 2 — /L THR— FENTWEHXF—E TT

Bs{7nay XA -k R
CKM_RSA_KEY_PAIR_GEN 1024, 2048, 3072, 4096 £ v
CKM_RC2_KEY_GEN 1-128 /XA |k
CKM_RC4_KEY_GEN 1-256 51 R
CKM_DES_KEY_GEN 8 A k
CKM_DES3_KEY_GEN 24 A b
CKM_GENERIC_SECRET_KEY_GEN 1-256 /NA K
CKM_AES_KEY_GEN 128,192,256 £ v b

3.4 ¥R —bFEINTWVWS PKCSHIl £ 27 —7 = —RBAKL

PKCS#11 X Cryptoki /~N— KU = 7 D240 T ELEOIEERE CT N K& — KU = T X X —DFEEES
BICITETOZEENSDH Y . ePass2003 PKCS#H11L A VX — 7 =2 —AEV 2 — )V E BT R L0 H 0
e N

F72, PKCS#HI1 TERINTND N ONOBBITRES L TCWERA, 77V r—va v RnhR—
F ENTWRWEIE & FFON 9 & . CKR_FUNCTION_NOT_SUPPORT & W 9 fE AR L £,
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TEE:: ePass2003 /L PKCS#11 TEFIN TV D Ttoken] TG LE T,

PKCS#11 TIIA~V— MU —RU—F% [Ru v ] EFENE TN, ePass2003 ZF|H T BI04 7> TR
= =RV —=FREFARELROT, Ay MIBERLEET AL R EETETA, L, 77V r—3

AU A THART ASA A TH > THRIZERITH Y A,

AT DT —7 /1% PKCS#112.11 TEZSINTWA KDY X FTY,

BRI AL L] YR — MR%
A%
C_lInitialize T4 77V EIEET 5B o> | Implemented
BB AEMESRINC T A4 77 U &2 ¥
bT 2B R D DA, BiIFhE LT,
C_GetFunctionList B¥i3xFIH © =
Do
C_Finalize TAT TV EETT 5, Implemented
C_Getlnfo cryptoki 74 77 U OIFH A G | Implemented

%o

C_GetFunctionList

cryptoki 74 77 VD> b U KRA
VA YA NERET D,

Implemented

Zay pBXGTbh—

7 B BIBIR

C_GetSlotList 2vy MU R NERST S, Implemented

C_GetSlotinfo 21y MEREEIGT 5, Implemented

C_GetTokenlInfo 28y MNO =7 R % EUS | Implemented
ERAR

C_WaitForSlotEvent Ay hOARY b (h—27 Offi | Implemented

AR E) DRAEEFRFO,

C_GetMechanismlList

f—=2 o THR—=FLTNDLT IV
2 Y XLO—EEEEET S,

Implemented

C_GetMechanismInfo

T Y R b O RN A AR
5,

Implemented

C_InitToken F—7 U EET %, Implemented
C_InitPIN User PIN Z g1t 3%, Implemented
C_SetPIN BIED User PIN 2 A H 45, Implemented
v ¥ a VEBBRK

C_OpenSession

TV =gt =270
DOy arwhEl,

Implemented

C_CloseSession

Ty a &AL S,

Implemented
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C_CloseAllSessions

LT aseTotyra %M
L2,

Implemented

C_GetSessionInfo

vy la UEREIIGT 5,

Implemented

C_GetOperationState

BUEDLIIRE 2 TG 5,

Not Implemented

C_SetOperationState

C_GetOperationState BRIz L » T
BonlREEZRHLTCIA T
U OMERIRREZ T 5,

Not Implemented

C_Login h—2~a 75, Implemented
C_Logout f—=ZrmpburZ7Ty N5, Implemented
Z7V =7 MEBBIE

C_CreateObject

L Cryptoki 47 ¥ =7 b &AL
T 5%,

Implemented

C_CopyObject

A7V NOav—E{ERT D,

Not Implemented

C_DestroyObject

FT7T = FEMET D,

Implemented

C_GetObjectSize

F7V 2l DY A XEWET D,

Not Implemented

C_GetAttributeValue

A7V =7 FORMEERST S,

Implemented

C_SetAttributeValue

F7V=7 FORMEERET D,

Implemented

C_FindObjectsInit

FT V7 N OB DY) AR
EEITD,

Implemented

C_FindObjects

F7V = b OB 2 EIT T
%

Implemented

C_FindObjectsFinal

FT V=7 b OMBLEZ TS
%

Implemented

eI
C_Encryptinit 5 5 LALBR D R HIER E 21T 9 Implemented
C_Encrypt T — 2 DAL EITS Implemented
C_EncryptUpdate T — 2 DI AL ki35, Implemented
C_EncryptFinal T—2 DAL R T T 5, Implemented
RERIEE
C_Decryptlnit 185 AVALEE D FIIER E & AT 9 Implemented

C_Decrypt

F— ¥ OEBILEIT S,

Implemented

C_DecryptUpdate

T =2 OE AL EkE T 5.

Implemented

C_DecryptFinal T—2DEFALERT T 5, Implemented
AV xR MBI
C_DigestInit XA Yz A MLUBOYIIERE % 1T | Implemented
D
C_Digest ANENTZT —Z DX AT ¥ A | Implemented
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Ez17 o,

C_DigestUpdate

FA T x A Mz ikiid 5.

Implemented

2o

C_DigestKey BT ey 7O AT x A NERE | Not Implemented
fed %o
C_DigestFinal T—H DX AT ¥ A MEEK TS | Implemented
Do
BB
C_Signlnit BB DOYIAREEIT O Implemented
C_Sign BB EIT O, Implemented
C_SignUpdate BL AP DM E T kT 5 Implemented
C_SignFinal BLNBEOREEK T T 5, Implemented
C_SignRecoverlnit BB OB ICE FEEIZT D728 | Implemented
DYIRREEIT D
C_SignRecover BL B DI T HAT O Implemented
BHORABEE
C_Verifylnit A RA B DR EEIT D, Implemented
C_Verify BLREEITO, Implemented
C_VerifyUpdate B RE T D, Implemented
C_VerifyFinal BLREEKT T 5, Implemented
C_VerifyRecoverlnit ELRAEOEITE FHRIZT 5728 | Implemented
DY EZAT 9,
C_VerifyRecover BAREDEITTEITD Implemented
¥4V xR MRS
C_DigestEncryptUpdate A Vv A ME LB % Not Implemented

C_DecryptDigestUpdate

HA T A ME &S A ki
2o

Not Implemented

C_SignEncryptUpdate

F4 LG oAbz ik d D,

Not Implemented

C_DecryptVerifyUpdate

F4 L ALz kT D,

Not Implemented

e BRI

C_GenerateKey

F—2ERL T LNF—F T V=
7 hEAERT %,

Implemented

C_GenerateKeyPair

F— T ZAR L BT LR —
F7 V=7 FERERT S,

Implemented

C_DeriveKey WX —F 72T 5k ¥ — %5 & | Not Implemented
H9,
C_WrapKey X — F 72 135X —% 7 v | Implemented
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7 (W) 35,
C_UnwrapKey WE X —F I E{L¥—%7 > | Implemented
77 BT5H) 5,

AL BB E

C_GenerateRandom LA A BT B, Implemented

S5 E R

C_GetFunctionStatus PLRT O /N—2 2 T S 472 B | Not Implemented
BTBUERY A — |,

C_CancelFunction PLRTD /3 — 2 > CTEH S 472 B | Not Implemented

BCHAERY A — b,
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4B 2~v—PFH—FR+ I=RSANR— £V2—))

ZDETIL ePass2003 ICBIFHA~Y— b —F+ I=2RTA = f U F =T 2 —=ZATORAFEICTON
THENMLET, FFCA— M I—F - 3= T4 R— e f U X —T 2 —RL PrR— K 7TAr3) X
LDFEERPUZOWTHHLET, ZOBETIIUTDO ME Y ZIZOWTHB L E4,

> Aw—FH—F -+ I= I N—DPE
> YR—FEINTWNWBET/LITY XA
> YPR—FENTNDE Av—FI—F:+ I=RITA4 R —+ [ F—Tx—AEK

4.1 AR—bH—FR+ I= RS N—DHHE

A= I— R+« I=RITA4— .+ f o —7T x—RAL, Microsoft Smart Card Base Cryptographic
Provider & Microsoft Smart Card Key Storage Provider @ F{Z L A ¥ —IZfiE L C\WE$, = LT, 51k
TNIY XLET 7 A EROBEEZ R L ThET,

ePass2003 T Microsoft Smart Card Cryptographic Service Provider (CSP). Crypto APl Next Generation
(CNG). Key Storage Provider (KSP)%& A > 7"V T 5 &I ED A~V — " H— R+ I=RTANN— -+ FVa
— VTR L TV E T, ePass2003 D I = K7 A /83—« E ¥ 2 — /LI Microsoft Windows D A~ — k7 —
FeI=RIAN\—fRMEa—F 4 7 LSRR T, EBUER O RIZE > T Crypto AP 77 Y
r—rarE EBERH Y £, DTIE Av— =R+ I=RIA4 =7 rtRX - 70 —T7,

- Crypto Application
ol (Ex. TLS Mutual
' ! AuthN)
| CAPI2 |
| CAPIICAPI1 | oNG |
Vendor Smart Card Base Vendor Key
Cryptographic Cryptographic Service g”“i“ Card Ko Storage Provider
Storage Provider Provider orage Provide
(BaseCSP.OLL) [SCKSP.DLL)
Vendor Card Mini- Viendor Card Mini- Vendor Card Mini-
Driver for Driver for Driver for
Smart Card Smart Card Smart Card
{CardVendor1.DLL) {Cardvendor1.DLL) {CardVendor1.DLL)
| WinSCard API
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1.1.1 a7z L)

PAR— bt N—T 5 > V4, V5, V6

V4 TIE, CSP DREARM M EYR—FLET, =2—FPIN: 1D, FHEPIN 11D,
V5 TlX. AT_ECDHE * 7/ XL %ZHR—KLET,

V6 TlL, 1 BDarTFHIZ2& 1250 PINDtSIF &R —KLET,

V7 Tld, LeRF—HFEALZYR—FLET,

#1BH: Microsoft Base Smart Card Crypto Provider / Microsoft Smart Card Key Storage Provider @
LYARNL—v gy s AH= AN

Windows XP and Windows 2003 Windows Vista/2008/7

CAPI-1 Registry file Manifest

Must set “Crypto Provider” registry Must set “Crypto Provider” registry
key. key.

CNG Not supported Manifest

Must set “Smart Card Key Storage
Provider” key.

"Crypto Provider" & "Microsoft Base Smart Card Crypto Provider" |3 [F UE T,
"Smart Card Key Storage Provider" & "Microsoft Smart Card Key Storage Provider"{Z[f] U E M C9,

4.1.2 BtE

ePass2003 DA~V — I — R « I= RTA N—TITLU T OMRENRH Y £7

- &F 27—/ RSAJECC DX —~T ORI 2 2k L T %,

- RAD2048 By ha/N—Ryx7 ETHR—FL TS,

- ECCD 256 By FENA—RFUZT ETHR—F LTS,

- ATV =T A NVDEREAIRE SR — LTS,

- BB R N— R =7 ETHAR— LT 5D,

- WAL FAL Yy R T I RABIOAFT AL ZEHETR— LTS,

- BEOMNEZFIRAT LT ) r—varE P R—hL TS,

- PKCSH11 DT —H 7 4 —~ v b EBHMENH D,

-2 BOHWHELZYR—FT5, ~1 5O T FITIE 2 DO F—27 (AT_KEYEXCHANGE &
AT_SIGNATURE) &, Z U st L7z REHE 2 & e,

- Windows2000 L DT » b7 — 2 &P R — K LTW5S, ({HL. Windows 2000/Server 2003 D
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AL, MS DRy F KB909520 /A H,)

- Office 77U r—3 3 »OE;5{/1E 5L, Internet Explorer 3 TN SSLWeb ¥ k@ 74, Outlook
D e A— VS, A~ — RF— N« a4 VPN Hfi £ OBEF O Windows 77 ) 7 — 3
ERWBMERD D,

4.2 YR—FZINTVET7IITY XA

VITIL ePass2003 DA — I — K+ S = RTA NN — e V22— L THR—FINTWNAETLITY X

LT
. BEORI BPHOEZX BROEEX

Ty XA HEY
(bit) (bit) (bit)

AT_ECDSA_P256 256 256 256 BB

AT_SIGNATURE 1024 1024 2048 w1 ELRE

AT_KEYEXCHANGE (R (W R 2 [N
1024 1024 2048 -

w1 EL RS

4.3 BBy R— MRS

UFOTF—TWEAT— A=K« I=RITAN— e f X —T =2 —ZAFHOYFR— MNRILEZE LD
7% D T7, [Notimplemented] &1L CSPEY 2 — LT3 A v Z—T =—ANDHDHN, FEIRELSH
TWARWELZERL £, [Not Supported | IZ CSP T 2 — /WA VX —T = —ANBNELZEFKRLET,

[Not implemented] & FE &N 7-BI%k%f# 95 &, [SCARD_E_UNSUPPORTED_FEATURE| 2% SV ET,

%4 HEEE D FLEA P HR— MRE
$ioe FH BE%L
CardAcquireContext Aw—FI— K&, CSP ITKSP D EL L Implemented

& DOEOEE Z e %,

CardDeleteContext Z<w— K H—FK TP a—L L CSP it Implemented
KSP &L DM DEEEMK T L, A~ — I —

Copyright © Feitian Technologies Co., Ltd.

Website: www.FTsafe.com




FEITIAN ePass2003 FFKEH AR

RizkoTEID Y CTCoNTEY V=A%
V=07 w7325,

CardGetProperty A= =R+ I=RITA4NN—DHK Implemented
BIEE A G T 5,

CardSetProperty A= =R+ I=RITA4NN—DHK Implemented
BIEEHRAERET 5,

PIN & HIFHBI%

CardGetChallenge FX LV LVARV AT TV % Implemented
PR 5,

CardAuthenticatePin A<w—hkH—FK~®D PIN AJJT2—V% Implemented
FARET D

CardAuthenticateChallenge =W EFEET DDA — M I—F Implemented
DEITLIEZF v Lo DI LT L AR Y
Az iR 5,

CardDeauthenticate Aw— R I—RZEZV &y METIZ, =— Implemented
PN E BRE ORBFED X ) % Fife S &
el

CardUnblockPin PIN DA I ANREZHZ 72727 Implemented

Oy ENTLELZAY—FI— %
Tr7uav 735,

CardChangeAuthenticator Aw— I — REFFEDZ—Y X A4 T Implemented
B L7-fBGET — ¥ 2 HT 5,

CardAuthenticateEx A<— RFI— RF~® PIN X DFRFEA~ Implemented
L—ya w119,

CardChangeAuthenticatorEx Av— M= REBEDL—W X AT Implemented
B L 7-R8RET — 4 &, fRE S L7z PIN
o TEET 5,
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CardDeauthenticateEx

A<w—hrI—F&EVEy FEFTIZ, =2—
P UL ERE ORFON 1 &R E SN
PIN Zfi » THifr SH 5,

Implemented

CardGetChallengeEx

Fr LU U& VAR ARG THRE
SNl e— L OFEN T —F ZFEET
éo

Implemented

7 7 ANY AT KB B

CardCreateDirectory

A< —+rH—FEDODTZT 7 AV AT AN
WY TF 47 b —EAERT D,

Implemented

CardDeleteDirectory

A== FnbT7 b7 M) —%H
[ZS RS

Implemented

CardReadFile

A — R H—FREDT7 7 A ILDONEZ N
v 7 7 Al BEARIATe,

Implemented

CardCreateFile

A<w—h H—FOEINEZT 4 L7 b
V7 7 A NVEERT D,

Implemented

CardGetFilelnfo

A<= H—=KRKNDT7 7 A NVDHF A XL
T U AHEROIE R E TG T D,

Implemented

CardWriteFile

Ny TZ7DTF—HEA<— I1—FKED
77 A T EE AT,

Implemented

CardDeleteFile

A= A= Finb 77 A NEHIRT
o

Implemented

CardEnumFiles

Zv— FH—F EOEEShEF 4 17
MU TR AR T 7 A N — B
50

Implemented

CardQueryFreeSpace

A= — b A— N ETRAAIRER AE Y —
YA XG5,

Implemented
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F—a 7 EEHB

CardCreateContainer Avw—hrI—FRZH LW —arT7TF% Implemented
BT %,

CardCreateContainerEx A<—hKH—KIZ PIN LS TH LW Implemented
X—ar T EERT 5,

CardDeleteContainer Aw— NI — R bF—a 7 F&HlkR Implemented
T 5,

CardGetContainerinfo A<w—hrI—FEDOF—a3 7 FIZHT Implemented

iz BT %,

CardGetContainerProperty A<w— K I—FEDOX—a3 T FOEME Implemented
Bz BG7T 5,

CardSetContainerProperty A<w— K I—FFEDOX—a T FOFEME Not Implemented
HMRERET Do

CardQueryKeySizes A<w—hFI—RTHHR—FZINTVDHA Implemented
Bl —DR BT 5,

CardQueryCapabilities Av— I — FCRt STV HHREIC Implemented

B D iEmE Sd 5,

FER R — I 5 LSRR BIR

CardRSADecrypt BEINEMEX—%2f-T, f8EIN Implemented
77 =% D RSAESLEIT D,

CardSignData BEINZT =7 vy 7T 58E Implemented
B ENERRT D,

ECDH Algorithm Function

CardConstructDHAgreement DH 7% (Diffie-Hellman & —23#t) 7' v k=21 Implemented
ZAl o THAEE X —2CHA AT O
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% Windows Server 2003, XP, 2000 Server,
2000 Professional TliIRW¥ AR — k.

CardDestroyDHAgreement Av— I —FEDOEESNTXF—a Implemented
TFB DHIED T vk a ) EiERT 5,

CardDeriveKey DHEZ v ha i sSnWwikty v a ¥ Implemented
— &R 5,

REIZX—BAZITTOIDDBE (Version 7 KDY KR—|)

MDImportSessionKey Not Implemented
MDEncryptData Not Implemented
CardIimportSessionKey Not Implemented
CardGetSharedKeyHandle Not Implemented
CardGetAlgorithmProperty Not Implemented
CardGetKeyProperty Not Implemented
CardSetKeyProperty Not Implemented
CardDestroyKey Not Implemented
CardProcessEncryptedData Not Implemented

4.4 BEBDONSG A —F

D /RT A— R EFEOFEAMZ OV TIL, Microsofttt D LL T 2 S RFEVF 4

http://www.microsoft.com/whdc/device/input/smartcard/sc-minidriver.mspx
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4.5 BBV LR DB R SHIH

4.5.1 HE

A<w—hH—F+« I=2FITA4 R~ f 2 Z—7 x— AL, Microsoft Base Smart Card Crypto
Provider(CSP)] & [Microsoft Smart Card Key Storage Provider(KSP)] IZ k> Ca— L2 TH- T,
A= =R I=RITAN— A F—T = —AZHET—/LT HLETH Y £ A, The way to call

[ Microsoft Base Smart Card Crypto Provider(CSP)] & [Microsoft Smart Card Key Storage Provider(KSP)] % =
—NTLEE, 2—FHFIZL > THES N L 9 2o csP DA LRI LT,

HLa—PRSE LD AL 2D CSP 20 L TAMF—_T7 2 VR — LD THIT, 2 —

PRITEACP DAy 74 Fab—varaBZHL, LYALY - URX a4 —7 LT,
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Base Smart Card
Crypto Provider] Z#RLH L.  “AllowPrivateExchangeKeylmport” &  “AllowPrivateSignatureKeylmport ”

DiE% “17 ICEESTLHERDLY £,
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ek - FHEE & BEFR

FFE - SR B
ePass2003 Feitian Technologies fL:23B%& L7z FIPS SR EE Y = — /b

BHOAY—F I —F_R—=2D b —27 T7,
PKI T U —ay « VAT ADTEDICEREENT

I/ \ i j‘o
CryptoAP| Interface Microsoft fE3 T 2551k, 7V X VB4, Rk
(CAPI) 72 EIZBT D AP BEDORFR T,

Windows @7 F v haA—2L4 FICBW T, H— K8—F
ADT TV r—arRa—FRI b0 AP ZF
ALCT—22HBL L0, T UXNVELEMINL
20 TYHNGEHEOERERV LI T52 L

NTExFET,
Smart Card Minidriver | ¥~ A 7 2 Y 7 MI X > Tt I Nz 54 L —
Interface arDEODA L HE—T 2—ATT,

FNE, A7 YT R e R—ADAY— F I — R
T =Bl W~ A7 a YT heAv—LH
— FEMRE 7 oA X —Zxf LT = R T I0K
FLRWAXIZY 7 U =T IZLsTA T A
N ENTBERALT VT Y XD B T E R L
EJ RN

PKCS#11 Interface PKCS#11 [&. RSA Security fL23RE LI=7m 7T I v
TAE =T 2= ATT, N—RFU=TIRFLR
WIEBLT 78T L—20, A~v— b1 — Rig KOl
FALEREZ o 72 b — 7 T AL v H—T = —
AT,
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